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NEW PROJECT PROPOSAL TITLE: DCS3000 INTERACTIVE VOICE RESPONSE 
AUTHENTICATION (DCS_IVR) SYSTEM. 


ORIGINATOR: 
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DATE OF ORIGINATION: May 01, 2001 


PURPOSE: To request the start of a new engineering activity 

within the Technical Operations Section (TOS), Telecommunications 
Intercept and Collection Technology Unit (TICTU) . 

The purpose of the new activity is to develop a computer-based 
DCS_IVR System for use by TICTU that will greatly enhance their 
capabilities in tracking the deployment of the FBI's DCS3000 
software application. 

RECOMMENDATIONS/STATUS : 


1. 

That the TOS approve the start of a new engineering activity 
to develop a DCS_IVR System. 


2. 

That Electronics Technician! 

jbe made 

b6 


Project Leader for this engineering activity. 


b7C 

3. 

That file number 268-HQ-1012496 be used for this 
activity. 

engineering 



DETAILS: The TICTU is responsible the for research, development, 

and field-deployment of Electronic Surveillance (ELSUR) systems 
that perform 'switch-based' intercept and collection of wireless 
telecommunication data and audio. One of those ELSUR systems 
TICTU developed is the DCS3000. 

The DCS3000 is a computer-based ELSUR system that performs 
'switch-based' intercept and collection of call detail (data) and 
call content (audio) information. . Call detail and call audio 
information is delivered over a local area network from cellular, 
enhanced specialized mobile radio and GSM service providers to 

ths PCSSOQP SYStgm. Th^ D<;s^,9Q9 i? gyrrentlY in use the FSIr 

many 

state and local law enforcement agencies. 
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It is the goal of TICTU to authenticate and log each installation 
of the DCS3000 software before the software is installed on a 
computer. Therefore, to facilitate the authentication process, 
TICTU engineered an authentication function in the DCS3000 Setup 
Application to better track the numerous deployments of the 
DCS3000 software. This authentication function runs at the 
beginning of the DCS3000 installation process and forces the user 
to perform an Authentication Request Call to TICTU. 

The TICTU personnel, after receiving this Authentication Request 
call, must access a computer with the DCS3000 Authority Program, 
manually input the Authentication Request Niunber and wait for the 
computer to calculate the Authorization Result Code. When the 
calculation is finished, TICTU personnel must then verbally relay 
the Authorization Result Code to the caller and enter the 
date/time/caller's name and organization in a DCS3000 
Authentication Log. Unfortunately these procedures take up 
valuable work time (typically 5 to 7 minutes per call) and TICTU 
personnel must be available on a 24-hour basis to answer 
Authentication Request Calls. 

The goal of this engineering activity is to provide TICTU with a 
self-contained, DCS_IVR System that will provide Automated Call 
Attendant features with intuitive Interactive Voice Response 
messages. The DCS_IVR System's capabilities will ultimately save 
TICTU valuable work time and ensure that each installation of 
DCS3000 Software is authenticated and accurately recorded in a 
database log. 

DCS_IVR SYSTEM REQUIREMENTS 

- Operate from a Windows NT PC 

- Ability to answer incoming calls 

- Ability to decode, log and display Caller ID 

- Ability to place outgoing call to caller's callback number 
and/or Caller ID 

- Provide automated logging of Authentication Requests 

- Provide automated logging of Authorization Result Codes 

- Provide friendly. Interactive Voice Responses to help 
guide the caller through the Authentication Process 

- Provide digital audio recording of caller's name and 
organization 

- Provide a date/time stamp for all calls 

- Provide DTMF digit decoding capabilities 

- Provide an Access Database Log of all information 

- Provide a robust Report Generator Utility to facilitate 
generation of reports 
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1 . . MISSION/REASON 

The purpose of this new engineering activity is to provide 
TICTU with a self-contained, DCS_IVR System that will provide 
Automated Call Attendant features with intuitive Interactive 
Voice Response messages. The DCS_IVR System's capabilities will 
ultimately save TICTU valuable work time and ensure that each 
installation of DCS3000 Software is authenticated and accurately 
recorded in a database log. 

2. BASIS OF NEED 

There are no DCS_IVR Systems currently available for TICTU, 
FBI, other government agencies, and/or state and local law 
enforcement agencies to use. 

3. ASSESSMENT OF CAPABILITIES 

The DCS_IVR System activity will focus on providing TICTU, 
FBI, other government agencies, and/or state and local law 
enforcement agencies with a user-friendly, feature rich 
DCS_IVR System capable of fully meeting the technical 
requirements listed in the details section. 

A. Existing Capability 

Currently, the FBI has no deployable DCS_IVR Systems. 

B. Planned or Programmed Capability 

Develop a user friendly, feature-rich DCS_IVR System. 

The DCS_IVR System will utilize commercial-off-the-shelf 
(COTS) computer equipment and digital telephony hardware 
controlled by TICTU-developed software. The DCS_IVR System 
will be programmable so that various modes of operation are 
possible. The DCS_IVR System will be developed to 
accommodate future methods to be fully defined at a later 
date. 

The TICTU personnel will provide system development, 
integration, configuration, and final testing of the DCS_IVR 
System. The DCS_IVR System' development activities will also 
include the release of information and/or equipment by 
TICTU, FBI, other government agencies, and/or state and 
local law enforcement agencies. 

No other programs are known which are developing DCS_IVR 
System capabilities. 
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4 . NEEDED CAPABILITY 

The TICTU has studied the technical specifications required 
for the successful deployment of a DCS_IVR System. Based 
upon these studies, TICTU has determined that COTS equipment 
or system components will meet the hardware requirements for 
the DCS_IVR System, The TICTU will utilize COTS hardware in 
conjunction with TICTU-developed software to develop the 
DCS_IVR System. 
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1 . 0 INTRODUCTION 


The purpose of this Digital Delight Project Status Report (PSR) is 
to document the accomplishments of and lessons learned from the 
specified time period for the Digital Delight development project. 
This PSR summarizes the accomplishments, key issues and decisions, 
and performance from 11/01/2000 to 11/30/00, and identifies the 
major activities to be conducted in the future. 


1 . 2 SCOPE 

1.2,1 Identification 


Project Digital Delight has served as an interim CALEA 
telecommunications intercept system development. Initially formed 
to fill the need for an intercept system with cap abilities to 
receive switch bas ed intercept data and audio for i I 

I I wire less communications. The "CALEA" like 
delivery of the initial l H switches has evolved the development 
into a platform capable of interfacing with most CALEA switch based 
surveillance packages being implemented. The resulting system is 
known as the DCS-3000 collection system. The DCS-3000 collection 
system is comprised of a software package for pen regis ter a nd 
Title III Call Data Channel (CDC) receipt as well as an | | 
computer card for Call Content Channel (CCC) audio distribution to 
recorders. The software runs on a Windows NT operating system and 
is networkable to accommodate multiple Title III ■ workstations . 
Current release for the DCS Software stands at Version 4. 2D. 
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The DCS-3000 Revision 4.2Q has capabilities for CDC intercept 
from TCP/IP, RS-232, and X.25 data format. The DCS-3000 software 
can per form intercepts on| | and 

j [ switches as well as accept J-STD-025 CALEA call data The 

CDC data is parsed into complete call records and a Telephones 
Application up-loadable file is generated. The CDC data is also 
merged with recorder control functions provided by the DCS-3000 
compu ter card to provide audio distribution to standard | 

Irecorders for Title III operations. 
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1.2.2 Project Status Objectives 

The objectives of this status report are to document and 
convey the current development status and scope of deployments of 
the DCS-3000 system resulting from Project Digital Delight. Also, 
future issues and enhancements for the DCS-3000 development are 
presented. 

a. Software Status and Revision 

b. Switch Manufacturer's incorporated 

c . Hardware Developments 

d. Presentation of Budget Information 

e. Presentation of Future Issues 


2.0 ACTIVITIES ACCOMPLISHED 

Project Digital Delight has been conducted under the Project 
Management Offices (PMO) reporting guidelines. To date, this 
project has documented its progress via the initial Statement Of 
Need document, an Internal Concept Proposal, and bi-monthly Project 
Progress Summary reports. Further activities associated with this 
project are developmental and operational. 

The development history of the DCS -3000 s oftware started 
initially with so ftware written for the | j operating system to 

perform a | ~| switch CDC intercept. After initial complexities 

with field operations using T l it was ported to the Windows NT 

operating system which provides a much easier graphical user 
interface (GUI) for field personnel to operate. Additional 
requests for pen-register and Title-III solutions for other 
wireless and wireline switch types have resulted in multiple 
enhancements for the DCS-30Q O software. Currently, the DCS-3 000 
software can be utilized f or | and 

switch types as well as for all J-STD-025 complaint 
switches. Due to constant upgrades and data revision changes on 
these switches, the DCS-3000 has been in continuous development. 

Due to varying CDC delivery methods, the DCS-3000 software has 
also evolved to accept multi-protocol data formats. It is capable 
of TCP/IP, RS232, FTAM, telnet, and X.25 data delivery. In RS232 
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delivery it is capable of performing both a direct connect leased 

t-. line or dial out connection type. After receipt of data the DCS- 
3000 system will parse intercepted information to generate an FBI 
Telephones Application up-loadabie file. 

g The DCS- 3 000 audio intercept card for CCC audio delivery has 

been a sol ely " in-house” hardware development. The audio intercept 
card is an I I computer card capable of interacting with the DCS- 
3000 software to provide minimization control and audio delivery to 
the TASCAM MKII analog recorder. 


Testing was conducted by pumping the J-STD-25 output of the 
DCS-3000 into the JSI CALEA Gateway and VoxceBox After some 
initial problems, the VoiceBox and JSI CALEA Gateway are able to 
handle the DCS-3000 J-STD messaging and mate the call content 
channel to the call data. This testing is being conducted on an OS2 
version of the Voicebox running version 4.2.2 of the Voicebox 
software. There are currently no systems deployed in the field 
running this version of software. 

A Interim Solutions for Telecommunications Intercept 
class is planned for ear ly ■ December and 8 attendees from various 
state, local and other federal agencies are attending. Much 
planning and preparation is required to conduct these classes. 

Efforts are currently underway to integrate t he cell tower 
location message from the DCS-3000 with | | a software 

mapping program. This integration will provide real-time mapping 
capability for DCS-3000 targets and is in the final testing phase. 
Additionally, a developmen t is underway to interface DCS-3000 

intercept information with! | units active in an area 

under surveillance. 

I I is utilizing the| ^s ystem 

for L'AUiyA 'dAll delta, delivery to law enforcement. | |has 

centralized their data center in the Atlanta, Georgia area. It is 
necessary for law enforcement, conducting intercepts, to build a 
link to t his facility to receive call data information from the 
I I system. The Telecommunications Access Group (TAG) , has 

aiscovered that some messa ge deliver y problems exist, one in 
particular relating to the I Inot delivering the "disconnect" 
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message at the completion of the call. This is a critical problem 
because without this message, the collection equipment does not 
know when to terminate the audio collection function. | [ has 

been made aware of this problem and is currently seeking 
resolution. 



Members of the TIC TU traveled to Denver, Colorado to meet with 
I |to d iscuss intercepting a FISA target in the 

Denver area, subscriping to | 

has agreed, due to the importance of this case, to allow TICTU to 
CO- locate access hardware in the switching center to egress the 
Call Data Channel information to the Denver collection site. 
Alternative access methods will be required for future criminal 
related intercepts. 


The TICTU assisted the L os Angeles Division in conducting the 
first Title-III intercept witl f ... I 

I I utilizes a | [ switch. The DCS- 

3000 is being used tor call data interception and a TICTU custom- 
designed box, utilizing Dialogic cards, is being used to intercept 
the call content channels being delivered on a T-1. 


Operationally, the DCS-3000 system is currently deployed in 
46 FBI field offices. Project Digital Delight has provided the FBI 
with access to 125 switches from over 10 different 
telecommunications service providers. Since the commencement of 
this project, the DCS-3000 system has been used to institute over 
100 Title III surveillance court orders and provide a means to 
institute over 500 pen register orders. A table of October, 2000 
DCS-3000 system utilizations for collection are as follows: 
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3.0 ISSUES/DECISIONS 

Testing was c^ onducted with) [itilizing the 

I jsv stem, used to output CDC intormation form the 

I switch, formatting the data into J-STD-025 and 
routing the data to law enforcement. The test was su ccessful but 
some issues did come up. One problem pertains to the) | 

opening a new port every time a new call is generated. This is a 

problem for 2 reasons; If the system is processing numerous 

intercepts, there might not be enough ports available in the | | 
operating system. A second problem arises when numerous calls are 
off-hook at the same time, if a current call goes into a call 
waiting status, a new call record is generated and there is no way 
to associate the new call with the ex isting call. Th ese issues 
have been brought to the attention of | | of Comverse. 

Mr. McDermott visited ERF on 09/29/2000 and advised that a new 
software revision scheduled for release in 11/2000 will resolve 
these issues. As of month's end, this problem continues to exist. 


Field Office / 
RA 


Boston 


Coliimbus, OH 


Toledo, OH 


Atlanta 


West Palm Beach, 
Fla. 


Baltimore 


Minneapolis 


Knoxville 
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CA T.y.A Tninl pTTipnt 3 1 i nn Section (CIS) has been in negotia tions 
with! Ifeatures resident in the|^^^^^^ 

wir eL^^^ — CurrarTTy, TICTU has a DCS-3QQ Q solution for 

the| ^ ^ I service, with the exception of a j | 


_J call 


in the same local service area. ' 'I'nese calls 
never leave the local switch, thus the vselp encoding remains 
resident in the call. The call content passed to law enforcement 
sounds li ke modem traffic and is not of any evidentiary benefit. 

I is aware of this problem and prefers to make an adjunct 
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device available for vselp decoding at the monitoring facility. 
TICTU adv ised CIS that this solution is not acceptable and that 
I [ should provide an in-switch decoding solution and provide 

law enforcem ent, clear a udio at the monitoring facility. A meeting 
was held witl j ] CIS and ERF on November 16 , 2000 to discuss 

these issues. The TICTU demonstrated toj I the interim 

solution designed by the ERF engineers. The| | staff was 

impressed by the demons tr a t i on and the Bureau ' s abi 1 i ty to reverse- 
engineer the VSELP code. | [continues to balk at providing 
law enforcement with an ''upstream" solution to the VSELP encoding. 
Discussions are continuing. This meeting is memorialized in an EC 
entitled TICTU Administrative, dated 11/30/200. 


4 . 0 PERFORMANCE 


4.1 COST PERFORMANCE (BUDGETED VERSOS ACTUAL) 

This report reflects the beginning of FY-2001. The 
Telecommuni cations Access Group (TAG) budget has been enhanced to 
I | f or development and deployment of DCS-3000 systems. To 

date, funding has not been awarded due to a continuing resolution 
in effect. 


b2 

b7E 


4.2 SCHEDULE PERFORMANCE (PLANNED VERSUS ACTUAL) 
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The project schedule has been adjusted twice since the 
project was initiated in January 1997. Since the goal of this 
project is to provide telecommunications intercept capabilities 
that are otherwise unavailable, accurate schedule estimation is 
difficult to achieve. In addition, delays in the deployment of 
CALEA-complaint switch solutions and commercial collection 
systems with universal capabilities have forced the FBI to extend 
the project schedule to continue to support the needs of the 
field. All planned project activities (i.e. developments and 
deployments) are on-schedule in accordance with the latest 
modified schedule. 


5 . 0 NEXT STEPS 

The next steps will involve proceeding with support of 
operations as requested from the FBI field offices as well as 
integration of the DCS-3000 system with deployed Digital Storm 
collection systems. Due to the roll out of CALEA compliant 
solutions by most telecommunications switch manufacturers, 
adaptation to the DCS-3000 software to accommodate anomalies 
between switch platforms are expected. 
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1 . 0 INTRODUCTION 


1 . 1 PURPOSE 

The purpose of this Digital Delight Project Status Report (PSR) is 
to document the accomplishments of and lessons learned from the 
specified time period for the Digital Delight development project. 
This PSR summarizes the accomplishments, key issues and decisions, 
and performance from 10/01/2000 to 10/31/00, and identifies the 
major activities to be conducted in the future. 


1 . 2 SCOPE 

1.2.1 Identification 


Project Digital Delight has served as an interim CALEA 
telecommunications intercept system development. Initially formed 
to fill the need for an intercept system with cap abilities to 
receive switch bas ed intercept data and audio for | | 

I I wire less communications . The "CALEA" like 

delivery of the initial | j switches has evolved the development 
into a platform capable of interfacing with most CALEA switch based 
surveillance packages being implemented. The resulting system is 
known as the DCS-3000 collection system. The DCS-3000 collection 
system is comprised of a software package for pen regis ter an d 
Title III Call Data Channel (CDC) receipt as well as an | 
computer card for Call Content Channel (CCC) audio distribution to 
recorders. The software runs on, a Windows NT operating system and 
is networkable to accommodate multiple Title III workstations. 
Current release for the DCS Software stands at Version 4. 2D. 


The DCS-3000 Revision 4 . 2Q has capabilities for CDC intercept 
from TCP/IP, RS-232, and X.25 data format. The DCS-3000 sof tware 
can per form intercepts on| | and 

switches as well as accept j-STD-u;:!!} CALEA call data. The 
CDC data is parsed into complete call records and a Telephones 
Application up- loadable file is generated. The CDC data is als o 
merged with recorder control functions provided by the DCS-3000 I I 

compu ter card to provide audio distribution to ■ standard |~~ | 

I [ recorders, for Title III operations. 
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1.2.2 Project Status Objectives 

The objectives of this status report are to document and 
convey the current development status and scope of deployments of 
the DCS-3000 system resulting- from Project Digital Delight. Also, 
future issues and enhancements for the DCS-3000 development are 
presihted . 

a. Software Status and Revision 
,b. Switch Manufacturer's incorporated 

c . Hardware Developments 

d. Presentation of Budget Information 
•e. Presentation of Future Issues 


2.0 ACTIVITIES ACCOMPLISEEED 

Project Digital Delight has been conducted under the Project 
Management Offices (PMO) reporting guidelines. To date, this 
project has documented its progress via the initial Statement Of 
Need document, an Internal Concept Proposal, and bi-monthly Project 
Progress Summary reports. Further activities associated with this 
project are developmental and operational. 

The development’ history of the DCS -3Q00 s oftware started 
initially with so ftware written for the | [ operating system to 

perform a | switch CDC intercept. After initial complexities 

with field operations using^^_^_|it was ported to the Windows NT 
operating system which provides a much easier graphical user 
interface (GUI) for field personnel to operate. Additional 
requests for pen-register and Title-Ill solutions for other 
wireless and wireline switch types have resulted in multiple 

enhancements for the DCS-3 00Q SQ£t.WflJ:e. CU£-irenl.iY. t.lie PCS-jQQQ , 

software can be utilized fori I 


Project Number 269-HQ-1194267 


For Official Use Only 


11 / 06/00 


For Official Use Only 


b2 

b7E 


b2 

b7E 


switch types as well as for all J-STD-025 complaint switches. Due 
to constant upgrades and data revision changes on these switches, 
the DCS-3000 has been in continuous development. 

Due to varying CDC delivery methods, the DCS-3000 software has 
also evolved to accept multi-protocol data formats. It is capable 
of TCP/IP, RS232, FTAM, telnet, and X.25 data delivery. In RS232 
delivery it is capable of performing both a direct connect leased 
line or dial out connection type. After receipt of data the DCS- 
3000 system will parse intercepted information to generate an FBI 
Telephones Application up-loadable file. 

The DCS-3000 audio intercept card for CCC audio delivery has 
been a sol ely " in-house" hardware development. The audio intercept 
card is an | [ computer card capable of interacting with the DCS- 
3000 software to provide minimization control and audio delivery to 
the TASCAM MKII analog recorder. 

A Interim Solutions for Telecommunications Intercept class was 
held in August and 8 attendees from various state, local and other 
federal agencies attended. This brings the total number of DCS- 
3000 trained technical investigators to 24. The attendees thought 
the class was very well prepared and presented. A future class is 
scheduled for 12/2000. 

Testing was conducted by mating t he J- STD- 2 5 output o f the 
DCS-3000 with the JSI VoiceBox and the| | After 

some initial problems, the VoiceBox and JSI CALEA Gateway are 
handling the DCS-3000 J-STD messaging. | j is also handling 

most of the messages but is dropping some of them. Testing will 
continue in an effort to resolve the message dropping issue. Both 
system are able to answer a ring down circuit for the call content 
delivery. 

Efforts are currently underway to integrate the cell tower 
location message from the DCS-3 000 with I I a software 

mapping program. This integration will provide real-time mapping 
capability for DCS-3000 targets. Additionally, a development is 
jin^££wa^^o interface DCS-3000 intercept information with 
I units active in an area under surveillance. 
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V Operationally, the DCS-3000 system is currently deployed in 

46 FBI field offices. Project Digital Delight has provided the FBI 
with access to 125 switches from over 10 different 
telecommunications service providers. Since the commencement of 
this project, the DCS-3000 system has been used to institute over 
100 Title III surveillance court orders and provide a means to 
institute over 500 pen register orders. A table of October, 2000 
DCS-3000 system utilizations for collection are as follows: 

TzUsle 1, New DCS Utilization October, 2000. 


Field Office / 


RA 


Orlando (Tampa 


FO) 


Baltimore 


Chicago 


Atlanta 


Raleigh 


Knoxville 
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I ^ provider offering dial 

tone service to various parts of t he U.S. The Los Angeles Field 
Office (LAFO) has served | [ with a pen register order and is 

currently receiving billing records on a diskette. A Tit le III 

order will be obtained shortly after. TICTU has met with ^~ "1 

at their test f acility in Denver, CO, to test the DCS-3000 with the 
I switch. The testing was successful, however, 

I will~not allow for installation of FBI equipm ent in the ir 
switch facility. The LAFO has built a lease line from | I to 

a site within 18,000 feet of the switch site to locate a router and 
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modem to route the call data to the LAFO. The audio will be 
delivered to the LAFO via T-1 connection. The CDC channel has been 
tested and is passing data successfully. The CCC T-1 has been 
ordered and will carry the audio for interception once a court 
order has been obtained. ^ 

Test. -i no wa.q <j: onducted with] | utilizing the ^ 

i l sy stem, used ho output Cibt information form the 
I switch, formatting the data into J-STD-025 and 
routing the data to law enforcement. The test was su ccessful bu t 
some issues did come up. One problem pertains to the j ] 

opening a new port every time a new call is generated. This is a 
problem for 2 reasons; If the system is processing numerous 
intercepts, there might not be enough ports available in the NT 
operating system. A second problem arises when numerous calls are 
off -hook at the same time, if a current call goes into a call 
waiting status, a new call record is generated and there is no way 
to associate the new call with the ex isting call. These issues 
have been brought to the attention of | \ 

Mr. McDermott visited ERF on 09/29/2000 and advised that a new 
software revision scheduled for release in 11/2000 will resolve 
these issues. As of month's end, this problem continues to exist. 

The CALEA Implementatio n Section (CIS) has been ir^^e^o^ations 
withi 1 features resident in the | | 

I I services Currently. TICTU has a DCS-3QQ Q solution for 

thel I service, with the exception of a | 

I I call in the same local service area. These calls 

never leave the local switch, thus the vselp encoding remains 
resident in the call. The call content passed to law enforcement 
sounds li ke modem traffic and is not of any evidentiary benefit. 

I I is aware of this problem and prefers to make an adjunct 

device available for vselp decoding at the monitoring facility. 

TICTU adv ised CIS that this solution is not acceptable and that 
I I should provide an in-switch decoding solution and provide 

law enforcement, clear audio at the monitoring facility. 

Negotiations will continue in November. 

I I in the southern 

United states nas aavxsea tne FBI offices in Tampa, Florida and New 
Orleans, Louisiana that it plans to provide a CALEA-type intercept 
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capability and that traditional intercept met hods will no longer be 
supported. A problem arises in the fact that j | is not 

technically capable of offering a CALEA-type intercept at this time 
and as a result, the pen register intercept in Tampa is currently 
down. Issues of this nature will continue to arise as more and 
more providers switch to a CALEA type interface. TICTU will need 
to keep abreast of the provider plans and work closely with to 
providers to offer a seamless transition to CALEA intercept 
delivery. 


4 . 0 PERFORMANCE 


b2 

4.1 COST PERFORMANCE (BUDGETED VERSUS ACTUAL) ]3 7g 

This report reflects the beginning of FY-2001. The 
Telecommuni cations Access Group (TAG) budget has been enhanced to 
| for development and deployment of DCS-3000 systems. To 
date, funding has not been awarded due to a continuing resolution 
in effect. 


4.2 SCHEDULE PERFORMANCE (PLANNED VERSUS ACTUAL) 


The project schedule has been adjusted twice since the 
project was initiated in January 1997. Since the goal of this 
project is to provide telecommunications intercept capabilities 
that are otherwise unavailable, accurate schedule estimation is 
difficult to achieve. In addition, delays in the deployment of 
CALEA-complaint switch solutions and commercial collection 
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systems with universal capabilities have forced the FBI to extend 
i the project schedule to continue to support the needs of the 

field. All planned project activities (i.e. developments and 
deployments) are on-schedule in accordance with the latest 
modified schedule. 


5 . 0 NEXT STEPS 

The next steps will involve proceeding with support of 
operations as requested from the FBI field offices as well as 
integration of the DCS-3000 system with deployed Digital Storm 
collection systems. Due to the roll out of CALEA compliant 
solutions by most telecommunications switch manufacturers, 
adaptation to the DCS-3000 software to accommodate anomalies 
between switch • platforms are expected. 
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1 . 0 INTRODUCTION 


1 . 1 PURPOSE 

The purpose of this Digital Delight Project Status Report (PSR) is 
to document the accomplishments of and lessons learned from the 
specified time period for the Digital Delight development project . 

This PSR summarizes the accomplishments, key issues and decisions, 
and performance from 1/2000 to 6/2000, and identifies the major 
activities to be conducted in the future. 

1 . 2 SCOPE 

1.2.1 Identification 

Project Digital Delight has served as an interim CALEA 
telecommunications intercept system development. Initially formed 
to fill the need for an intercept system with l i h -j fag i-o 

-rc^r.p-'\/p switr.h baaed intercept data and audio for I I 

I I wire le.ss coinmiini cat ions . The CALEA" like 

delivery of the initial | I switches has evolved the development 
into a platform capable of interfacing with most CALEA switch based 
surveillance packages being implemented. The resulting system is 
known as the DCS-3000 collection system. The DCS-3000 collection 
system is comprised of a software package for pen regis ter and 
Title i'll Call Data Channel (CDC) receipt -as well as an i ~1 
computer card for Call Content Channel (CCC) audio distribution to 
recorders. The software runs on a Windows NT operating system and 
is networkable to accommodate multiple Title III workstations. 

Current release for the DCS Software stands at Version 4. 2D. 

The DCS-3000 Revision 4. 2D has capabilities for CDC intercept 

from TCP/IP, RS-232, and X.25 data The DCS-3000 .software 

can per form intercepts on | land 

I {switches as well as accept J-STD-025 CALEA call data. The 

uuc' aata is parsed into complete call records and a Telephones 
Application up-loadable file is generated. The CDC data is als o 
merged with recorder control functions provided by the DCS-3000 1 I 

computer card to provide audio distribution to standard FBI Tascam 
MKII recorders for Title III operations. 
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1.2.2 Project Status Objectives 

The objectives of this status report are to document and 
convey the current development status and scope of deployments of 
the DCS-3000 system resulting from Project Digital Delight. Also, 
future issues and enhancements for the DCS-3000 development are 
presented. 

a. Software Status and Revision 

b. Switch Manufacturer ' s incorporated 

c . Hardware Developments 

d. Presentation of Budget Information 

e. Presentation of Future Issues 
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2.0 ACTIVITIES ACCOMPLISHED 

Project Digital Delight has been conducted under the Project 
Management Offices (PMO) reporting guidelines. To date, this 
project has documented its progress via the initial Statement Of 
Need document, an Internal Concept Proposal, and bi-monthly Project 
Progress Summary reports. Further activities associated with this 
project are developmental and operational. 

The development history of the DCS -3000 s oftware started 
initially with so ftware written for the| [operating system to 
perform a I [ switch CDC intercent-.. After initial complexities 

with field operations using [_^_^_|it was ported to the Windows NT 
operating system which provides a much easier graphical user 
interface (GUI) for field personnel to operate. Additional 
requests for pen-register and Title-III solutions for other 
wireless and wireline switch types have resulted, in multiple 
enhancements for the r>rs-3nnn soft-wana i-bo nPQ--^nnn 

software can be utilized for[ [ 

switch types as well as for ail J-STD-U'2b complaint switches. Due 
to constant upgrades and data revision changes on these switches, 
the DCS-3000 has been in continuous development. 

Due to varying CDC delivery methods, the DCS-3000 software has 
also evolved to accept mutli-protocol data formats. It is capable 
of TCP/IP, RS232, FTAM, telnet, and X.25 data delivery. In RS232 
delivery it is capable of performing both a direct connect leased 
line or dial out connection type. After receipt of data the DCS- 
3000 system will parse intercepted information to generate an FBI 
Telephones Application up-loadable file. 

The DCS-3000 audio intercept card for CCC audio delivery has 
been a sol ely ''i n-house" hardware development. The audio intercept 
card is anl bomputer card capable of interacting with the DCS- 
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3000 software to provide minimization control and audio delivery to 
the TASCAM MKII analog recorder . 

Operationally, the DCS-3000 system is currently deployed in 
44 FBI field offices. Project Digital Delight has provided the FBI 
with access to 115 switches from over 10 different 
telecommunications service providers . Since the commencement of 
this project, the DCS-3000 system has been used to institute over 
100 Title III surveillance court orders and provide a means to 
institute over 500 pen register orders. A table of new (calendar 
year 2000) DCS-3000 system utilizations for collection are as 
follows : 

Table 1. New DCS Utilization since 1/2000. 
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3 . 0 ISSOES/DECISIONS 

Four significant project issues were confronted during 
calendar year 2000. The following list summarizes these issues and 
the key decisions made in response; 

1. In March 2000, a software development was initiated to enhance 

the DCS-3000 server capabilities for multiple switch 
connections. The r esult of this devfiJonmRnt is a new server 
application, called i ( capable of simultaneously 

connecting to multiple switches. This development has 
significantly improved the overall performance of the DCS-3000 
system. As a result of this development, the DCS-3000 is much 
easier to administer and maintain in field offices with 
multiple connections to multiple server providers. For 
example, the DCS-3000 system in the Atlanta Field Office is 
currently connected to- eleven (11) switches using one Windows 
NT Wni-V-gtat i nn . • 

2. In May 2000, | I a nnounc ed their CALEA 

implementatioA plSh^ and schedule. | | will centralize the 

access to CDC information for all their switches nationwide. 
Law enforcement will be all owed to access the CD C information 
via one of two methods: 1) | [ frame-relay 

network, or 2) virtual private network using the Internet. 

The former method was chosen since FBI policy prohibits use of 
the Internet for egress pu rposes . An important decision was 
made to establish a sincfle j l access point at Quantico ERF 

for the entire FBI.' This technique will sianilicantly reduce 
operational costs and maintenance for the | [ pen-register 
intercepts . 

3. In May 2000, a software development was initiated to create a 

new DCS-3000 functionality to support the cen traliz ed 
distribution of CDC inf ormation receiv ed from ) | The new 

software system, called establishes a single 

connection to a service provider and then parses and 
distributes raw CDC information to the appropriate field 
office collection systems. The system does not process (i.e. 

. decode) the raw CDC information and does not require any user 
input (i.e. target provisioning ) . 

4. In May 2000, a I [ adjunct module for the DCS-3000 was 

develop ed to allow t he DCS-3000 sy stem t o reliably connect to 
a large F | switch (i.e. a | [ with more that 10 

switch-modules) . The new module is capable of accepting 
hundreds of simultaneous TCP/IP connections and delivering the 
CDC information from each connection to the DCS-3000 server 
via a single TCP/IP connection. 


project Number 269-HQ-1194267 


For Official Use Only 


10/1/96 


For Official Use Only 


4 . 0 PERFORMANCE 

4.1 COST PERFORMANCE {BUDGETED VERSUS ACTUAL) 
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The r-r-pi- to date is 

cost to date is | | 


] The 


actual 


4.2 SCHEDULE PERFORMANCE (PLANNED VERSUS ACTUAL) 


The project schedule has been adjusted twice since the 
project was initiated in January 1997. Since the goal of this 
project is to provide teleconununications intercept capabilities 
that are otherwise unavailable, accurate schedule estimation is 
difficult to achieve. In addition, delays in the deployment of 
CALEA-complaint switch solutions and commercial collection 
systems with universal capabilities have forced the FBI to extend 
the project schedule to continue to support the needs of the 
field. All planned project activities (i.e. developments and 
deployments) are on-schedule in accordance with the latest 
modified schedule. 


5 . 0 NEXT STEPS 

The next steps will involve proceeding with support of 
operations as requested from the FBI field offices as well as 
integration of the DCS-3000 system with deployed Digital Storm 
collection systems. Due to the roll out of CALEA compliant 
solutions by most teleconununications switch manufacturers, 
adaptation to the DCS-3000 software to accommodate anomalies 
between switch platforms are expected. 
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2. Background/Purpose 


TICTU Liaison efforts 

|tanding of policies and ELSUR interconnection techniques ii^ 
nMississi££ij^este^^ southern Al^aflja 


^_were_a 2 anged to 




jnarl 


-kets. 


Fanhandls.1 


ounreacn meeting was oi f 
This meeting wp coordinated througJ^ 


]also provides service a^ 

Klthoughrenres entatives of all corqianies were present, the focus of this 




3 s coordinated 

All subpoenas and court orders arc processed through his office. 


Jprovides legal counsel for 
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3. Discussion 
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Following introduction^^^_^^_ 
the Switch-Based Intercept Team I 


"Tprovided an overview of the FBIAICTO organization and mission of 
Inarrated portions of the 


rsentation that had been customized fo | 

The presentation provided insight into the following areas; 


ELSUR: Statutory Authority and Statistics 
Typical Investigative Chronology 
Review of an Actual Kidnapping Investigation 
il Chalh 


I Addfessing Technical. C 


inccific Switch Rnvironmenta h 


earner systems secunty ana integrity 
Canier/Law Enforcement Relationships 






fcechnology. 


T 


Jprovide the switching 


I b rocesses approximately six hu ndred subpoenas and seven court orders yearly. 

Throughout the presentation, representatives of| Jvere extremely interactive and posed many 

questions for discussion with FBI representatives. ' 

• Lengthy discussions ensued on the proper <tnfHtnpntatir,»< IshoulH provide to law 

enforcement for subpoenas requesting call detail. Currentlj] |retrieves this information 

through a separate system from their normal billing sv.stem' Ba ^ed on su'Escri^ request bills may or 


may not include c all detail. The m ain con^ 
much information ! b ueeest 


itjve o j [ voiced was giving too 

Jcontact the cKief General Council (CDC) at 


the Jackson field ofricej_ashe_^not feel that he was appropriate person to address this concern. 
Representatives o|_^_^__|determined that they would continue to process subpoenas as they 
havebeenand plan to coordinate a meeting with the Jackson CDC. 

' about location information requests in court orders. 1 | 


provided an overview of location information (Cell Site) requests in court orders and the necessary 
inclusion of the specific requirement pursuant to f ederal law ( 18 US C 2703(d)). 

A discussion followed pertaiiung to E9 1 1 Ph ase lU ^^^ epresentatives asked if this should 

be provided to law enforcement upon request. | ^ ddre^ed this by outlining the pros and 


cons carriers consider pertaining to the dissemination of i'hase II for ELSUR op erations. He furt her 

Itohave 


onera 

stated how helpful this information would be and how the FBI would work with] 
accessjtojt - pursuant to it being specified in a court order. 


^Jquestion how new technologies are affecting the defined CALEA structure. [ 


addressed this question by explaining how law enforcement is sometimes a step behind the rapidly 
clwngingtechnology. Discussion of the CALEA J-Stai ylaril j er.hninaUjiecificat^^ ensued. 
L____]asked how lon e^a carrier is requ ired to keep j | data? I b tated that this has 


not been addressed to date. 

FCC requires toll records be kept 


T!T 


been keeping their data the required 18 months that the 


having 

itha 


^asked how the FBI read j | data. He suggested thal ftechniciansareh 

with testing since they cannot read the garbled dataj Inrovided iwi 


^mefovemew of the DCS 3000 software and offered th e software toT t,. 

provides an Internet service under the nam j T questioned 

how the FBI handles data interce£ts|___^____Jexplained that the Data Intercept Technology Unit 
(DITU) handles such issues] {suggested that they would be interested in meeting with 

representatives of DITU. 


031008 Cellular South.doc 


I T i sked what haopp s in the case of an emergency when there has not been a circuit 

established I jsxplained that the possi ble use of dial-up circuits. 

I “^ stated he would be interested in having T p articipate in any FBI training 

conierences. 
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4. Action Items 


to providc£CSJ000,So^are tc . 
to includ J j in the East Coast Conference. 


will providei 
leeting. 


3pOC information to facilitate a DITU 


5. Attachments 

• 03 1 008 CellularSouth.PDF - PowerPoint presentation (Adobe Acrobat format) 


Respectfully submitted, 


b6 

b7C 
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TRIP REPORT 

FBI/TICTU - ATU Meeting with Globalstar 
461 South Milpitas Blvd 
Milpitas, CA 95035 

Wednesday, November I?"*, 2004 - 10:00 a.m. to 12.00 p 


Representing 

Location 

Ecsr 

FBI/ATU 

FBI/TICTU 

FBl/TlCTU 

FBimCTU 

Quantico, VA 
Quantico, VA 
Quantico, VA 
Richmond, VA 

703 

163 

l03 

"804 

FBI/ATU 

Quantico, VA 

70J- 

FBI/SF 

San Francisco, 
CA 

4li'. 

FBI/SF 

Palo Alto, CA 


Globalstar 

Milpitas, CA 

"408 

Globalstar 

Milpitas, CA 

925 

Globalstar 

Milpitas, CA 

408 

Globalstar 

Milpitas, CA 

408 

Globalstar 

Milpitas, CA 

408 


Z. Background/Purpose 

• TICTU/ATU liaison efforts witll^__^|were arranged to gain an understanding of^ 
and ELSUR interconnection techniques^n/nackiTO 

• This meeting was coordinated t hrouglj l ofTICTU an() 

Ground Operations Manager fo(^__^__J^nd handles requests for electronic surveilJai 
primary point of contact for ELSUR operations and tracking requests. 


|_^^_^|of)ened the meeting with intiXKluctiOTis_and,a^^f overview of the FBI/TICTU organization and 
mission ot the Switch-Based Intercept Team ! I followed with a des cription of the missio n of 

the Advanced Technology Units’ Wireless Intercept Tracking Tea 


PowerPoint presentation that had oecn customized tor 
rhe presentation provided insight into the following 


ELSUR; Statutory Authority and Statistics 

1 1 1704- Globalstar 
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discuss 

lor another member of WITT will contaci 


CD of DCS 3000 

'ALEA solutions v» 


it’s availa bititY. _ 

* I j is to complete the Carrier contact sheet and return it toL 


JfoT testing the registration message and 


S. Attachments 

• Globalstar.PDF - PowerPoint presentation (Adobe Acrobat format) 
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Respectfully submitted, 
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TRIP REPORT 


Montana Telecommunications Association 
Holiday Inn Grand Montana 
5500 Midland Road 
Billings. MT 59101 

Tuesday, December 02, 2003 - 3:00 pm to 6:00 pm 


I. Participants 


1 Name 

Represent! ne 





FBI/ATU Q 
Quantico, VA 

■(703 




FBiTncfu 
Quantico, VA 

(703 




FBIA’ICTU 
Quantico, VA 

(703 




BAIiTICrU 
Quantico, VA 

(703 




FBI 

Salt Lake City, UT 

(801 




One Eighty Communications, 
Billings, MT 

(406 




One Eighty Communications 
Billings, MT 

(406 




One Eighty Communications 
Billings, MT 

(406 




Southern Montana Telco 
Wisdom, MT 

(406 




RT Communications 
Worland, WY 

(307 




Triangle Telephone 
North Havre, MT 

(406 




Triangle Telephone 
North Havre, MT 





RT Communications 
Worland, WY 

7307 




A.C.T. 

Sheridan, WY 

7307 




Triangle Tel 
North Havre, MT 

7w 




Triangle Tel 
North Havre, MT 

(406 




Blackfoot 
Missoula, MT 

7406 




Blackfoot 
Missoula, MT 

7406 




Range Tel 
Worland, WY 

(406 




Range Tel 
Worland, WY 

1406 




Range Tel 
Worland, WY 

l4M 
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• 


• 

Valley Telecommunications 
Wolf^int, MT 

(406 



Nemont Tele Coop 
Glasgow, MT 

(406 



Valley Tele 
Glasgow, MT 

(406 



Lincoln Telephone 
Lincoln, MT 

(406 



Lincoln Telephone 
Lincoln, MT 

(406 



Aceition Connect 
Anaheim, CA 

(714 



SRT Communications Inc. 
Minot, ND 

(701 



Triangle Telephone 
Havre, MT 

(406 



Triangle Telephone 
North Havre, MT 

(406 



Triangle Telephone 
Havre, MT 

(406 



Triangle Telephone 
North Havre, MT 

(406 



Project Telephone 
Worden, MT 

(406 



Project Telephone 
Worden, MT 

(406 



Interbel Telephone 
Eurekar, MT 

(406 



Nemont Tel Coop 
Scobey, MT 

(406 



Nemont Tel Coop 
Scobey, MT 




Light River Telephone 
Issaquah, WA 

^(425 



SRT Communications Inc. 
Minot, ND 

TtoI 



SRT Communications Inc. 
Minot, ND 




SRT Communications, Inc. 
Minot, ND 

Tw 



3 Rivers Communications 
Fairfield, MT 

"(40( 



3 Rivers Communications 
Fairfield, MT 

l40( 



Northern Telephone 
Sunburst, MT 

l40< 



Northern Telephone 
Sunburst, MT 

l40( 



Triangle Telephone 
North Havre, MT 

7406 



Triangle Telephone 
North Havre, MT 

7w 



Triangle Telephone 
North Havre, MT 

l4W 
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2. Background/Purpose 
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The Montana Telecommunications Association (MTA) requested FBI/TICTU representation at the MTA 
Conference held in Billings, Montana. MTA represents wireline and wireless carriers from Montana^North 
Dakota. S outh Dakota, Wyoming, and Idaho. Liaison efforts with the MTA point of contact, ^ | 
were made to arrange TICTU participation at this conference. 


3. Discussion 
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• Following introductions. [_^^^__^ brovided an overview of the FBI/TICTU o rganization and mission 
of the Switch-Based Intercept Team. I t iarrated portions of the 

PowerPoint presentation that had been customized for the Montana Telecommunications Association; “A 
Carrier’s Guide to Electronic Surveillance.” The presentation provided insight into the following areas: 


• ELSUR; Statutory Authority and Statistics 

• Typical Investigative Chronology 

• Review of an Actual Kidnapping Investigation 

• ^Ad^essingj;edhnical,ChailengeyOT with emphasis placed on the 

• Carrier Systems Security and Integrity 

• Carrier/Law Enforcement Relationships 


Throughout the presentation, representatives of MTA were extremely interactive and posed many questions 
for discussion with FBI representative s. 

Lengthy discussig]tjnjue<Uhrou^^^ bresenta tion on “Addressing Technical Challenges”. 

Upon request j Jp rovidedJ Inetwork as an example of how carriers can 

network their switches together for ELSUR delivery. . . 

Carrier representatives expiessed their dissatisfaction towards the cost associated with making the | | 

C^IJ^^^mnpliant, noting that it is less expensive to purchase a new switch than to upgrade. 


impliant, noting that it is less expensive to purchase a new switch than to upgrade. ^ 

T of 3 Rivers Telephone asked what the plans are to handle Local Num ber Portabi lity (LNP).^^J 
[ explained that there is a solution in the development stages supported b' J I He further 
cplainea the main concern law enforcement has exists at the onset of investigations when determining 


which carrier owns a num 

information through theL 

recent^hoTO company the phone number has been ported to. 


Ofithod the FBI is utilizing to obtain ported 
J system. This system provides die most 

^cent^hoTO company the phone number has been ported to. 

|^__^__|with_yncolnTelephone asked if the FBI has a way to deal with electronic surveillance of 
calling cards. | E xplained there is a system in place that is handled by the Wireline Intercept 

Grou£j_____^ 

|____^^f Nemont Telco expressed his frustrations with CALEA filings. He stated that he has been 
unsuccessful in filing the appropriate pai yrwork with the FC C for the purchase of switches from another 
phone company. He suggested that sinc j 'V o longer working with the CALEA group, no 

one seems to know wh at the process is. He claimed the FCC has offered no help and feels he iVbein^__^ 
givendie_]|ninaround.’’l__^^^^^^u^ggcstedJiecontact the CALEA Intercept Unit Chief, L 

Many of the carrier repre.sp ^jives nresent pxnressei 
and not being able to test it.|______Jextended 


lint of contact information, 
their concerns of having installed CALEA equipment 
an offer to assist with testing. 


Each carrier present was provided with an ELSUR g;uide. 

Following the presentation, some of the carrier representatives met one on one with the Switched Based 
Intercept Team members present to discuss their individual concerns. 
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4. Action Items 

• i: 


Jto provide DCS 3000 Software 


^of Nemont Telco. 


5. Attachments 

• 03 1203 MTA.PDF - PowerPoint presentation (Adobe Acrobat format) 


Respectfully submitted. 
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MEETING REPORT 

Booz I Allen | Hamilton 


FBI - TICTU meeting with Nextel Communications 
Wednesday, September 10, 2003 10:00 a.m. 

2001 Edmund Halley Drive 
Reston, VA 





FBI/TICTU 

Quantico, VA 

FBI/TICTU 

Quantico, VA 

Booz 1 Allen | 
Hamilton 

Maplewood, NJ 


Booz 1 Allen | 
Hamilton 

Quantico, VA 

Nextel 

Reston, VA 

Nextel 

Reston, VA 

Nextel 

Nextel 

Nextel 

Reston, VA 
Reston, VA 
Reston, VA 

Nextel 

Reston, VA 



1 Reston, VA 703 

i Reston, VA 

r~ McLean, VA ^ 

030910 Nextel Communications 
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Nextel 

csniiZHi 

KiB 



Nextel 

Reston, VA 

wm 



Nextel 

Reston, VA 




Nextel 

Reston, VA 

703 

^ ^ 


2. Background/Purpose 

•[ 


>ubpoei 


this meeting to familiarize new members of j T c( 
com pliance team with electronic surveillattw issues, 

jcoordinated this meeting with|_^_______J 


;ourt order and 


• I b pened the meeting with an address to the l t taff en:q>hasizing why it is beneficial to 

establish a^ood_worjdngrelatioM with law enforcement. 

• Followin J “n onenine remarks, SS/i l ^ beean the TICTU presentation b y providing an 

overview_of^ PBI^JOn^organization and mission of the Switch-Based Intercept Team. 

SSA| ^ndl narrated portions of the PowerPoint presentation that had been customized 

for the hosting participants; “A Carrier’s Guide to Electronic Surveillance.” The presentation provided 
ihsight into the following areas: 


• ELSUR: Statutory Authority and Statistics 

• Typical Investigative Chronology 

• Review of an Actual Kidnapping Investigation 

• Carrier Systems Security and Integrity 

• Carrier/Law Enforcement Relationships 


• Prior tc j ^ portion of the presentation on Carrier Systems Security and Integritv r 1 

rgflusjjgjljjmef explanation of CALEA for the newest members of her staff 

• I [ provided a brief overview of C ALEA. 

• (jnon the conclusion o f the presentation, SSA l ^ opened the meeting for questions. 

• I ^ sked if law enforcement agencies have noticed trends in criminal activity based on 

advances in technjjlogK and if the “bad guys” knew the tools Law Enforcement could use to track criminal 
activity. SSA | l addressed this question explaining the usual trends and behaviors of ELSUR 

targets. 

• j ^ sked if there was a to minimize the different types of terminology asking for the same thing 

^i.e.; AMA Dumps/Calls to Destinati on Searches ; Call DtJaikCaili£Cords); as it can be perplexing to 
discern what is being requested. SSA|^_^^feuggeste<|^^_^^_|contact the i ssuing ag ency to ensure 
full conqDrehension of what was being requested. In addition it was suggested tha j I nclude the 
preferred language in their law enforcement guide. 


A brief discussion 
number portability causes, 
monthly basis. 


In an effort to assist with some oftheconfijsion that 

joffered to FTP the LERG database to|_^__^_|on a 


representatives stated they process 4,200 subpoenas (6,200 numbers) and 300 Court Orders (2S0 

ItIus service is currently 


Pen^egisters and 50 Title Ills) per month. 

I f epresentatives stated that they now offer ^ 

only available in Cali fornia. 

I lasked ‘1 £lj 2 sen^^en^ 2 rfoL~~~~^_^|^^^^^^^^^]stated the 

vend or chosen for t his service i j b sked u they will mWt tne CALbA November 

date. I^^^^^Jstated they would more than likely need to file an extension. 


030910 Nextel Communications 
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A discussion ensued in referenceto^rovisioning of j p LSUR orders by IMSI numbers; and how 
often an IMSI is changed T ^ stated that TOSTcnanges are usually done as a last resort when 

troubles hooting problems with^^honeand after an unsuccessful master reset. 

|^___^ioJonger utilizes the |_^_^_Jdatabase as a tool for fraud detection. Therefoie the thirty days of 
* Jcall detail records, which capture both incoming and ou teoing ca lls, are no longer available to 


disseininate tojaw_enfbrcementw subpoenaed request. Currentlv l l is utilizing a tool created in 
^ Similar to| 


house callej~ 


3oJ 


i not consider this information a 


transitional record; and therefore, they do not guarantee the accuracy of the reports. Additionally, they can 
form dialed digit searches. 

Jbriefly explained hov< | T ias the ability to capture registration of a phone upon request. 

jbuiita patch that forces phones to register, this capability was created pursuant to the recent sniper 

led|^^_^^_| with DCS 3000 and a I If or testing purposes. 


4. Action Items 

• |^__^^_^_Jto FTPjh^^^Uatabase t<|_^^_^__j(this will be an ongoing item). 

• provid^__^^^^ with copy of Powerpoint presentation (completed 9/1 1/03). 

5. Attachments 


Nextel-T1CTU-Guide.zip - Adobe .PDF file (zipped) containing Powerpoint presentation. 
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Respectfully submitted, 
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TRIP REPORT 


Suncom Triton PCS 
100 Westgate Parkway 
Richmond, VA 23233 

Wednesday, October 22, 2003 


1 Organization 

Location 

FBETICTU 

FBI/TICTU/BAH 

FBI/TICTU/BAH 

FBI/TICTU/BAH 

FBI 

Triton PCS 

Quantico, VA 
Ouantico, VA 
Quantico, VA 
Ouantico, VA 
Richmond, VA 
Berwyn, PA 

Triton PCS 

Berwyn, PA 

Triton PCS 
Triton PCS 
Triton PCS 
Triton PCS 
Triton PCS 
Triton PCS 

Berwyn, PA 
Richmond, VA 
Richmond, VA 
Richmond, V A 
Richmond, VA 
Berwyn, PA 


2. Background/Purpose 


TICTU Liaison efforts with L la member 

understanding of policies and interconnection techniques in | 

, Ytfsinia. Narth Caraliaa. South CareliBa. Tfnnessee and Georgia. A 


Jwere arranged to Rain ai 
imarketsj Iot 


operations 

This meetiMwas_£ 22 rdinate< 
directed 

of the Ber\^, PA location. 


i located in Berwyn, PA. All court orders and subpoenas are processed oi 


Following introduction^ [began the presentation by providing an overview of the FBI/ 

organization and mission of the Switch-Based Intercept Team I 

narrated portions of the Powerpoint presentation that had been customized for|^^^^_^^^^_ 
Carrier’s Guide to Electronic Surveillance.” The presentation provided insight into the following ai 

• ELSUR; Statutory Authority and Statistics 

• Typical Investigative Chronology 

• Review of an Actual Kidnapping Investigation 

• ^ Aitdressing Technical rhallenoes f| r Specific Switch Environments with emphasis placed on[ 

• Carrier Systems Security and Integrity 

• Carrier/Law Enforcement Relationships 
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1 wireless technology 

krovide the switching environment fori \ 

] switches to be in con^jJiance for electronic surveillance requests. 


Bias approximately eight hundred thousand subscribers. 

_Ie!2 


[grocesMs a combination of eighteen hundred subpoenas and c ourt orders year ly. 


njbegan a discussion on local number portability (LNP). 


:LNP).r 

(. FurthS 


_____^lstated the 
ronce of this discussion was 


concerns LNP raises pertaining to matters of electronic surveillance, 
tabled for a later 

Per the request oj__^^^^^_^^^^^___joutlined the field offices that fall within i 
operating ven ue. 

I bsked who within the FBI is authorized to sign subpoenas and how can those signatures 

validated' ! B tated that only supervisors, Assistant Special Agents in Charge (ASAC), sign 


ition of signature validity they could contact the US 
explained that a carrier “acts in good faith” unless there is a 


subpoenas. He suggested that if i 
Attorneys office for substantiation|_^_^^^_^ 
reason to be[ievea_sub£oena on its face is invalid. 

Throughou l b resentation on technical challenge s, representative s of| |were 

extremel^mterachve and posed many questions for discussion J b utlined some of the issues 

witl^____^_^l:urrent method of delivery, such as with not being able to capture the stop time of 
unanswered calls. 

Members of | [ stated they are currently d iscussing a frame relay method. | |:oncuiTed 

that this memod works well 

Lengthy discussions ensued on the| ^^^^^Tsystem.l pffered members off 

nrg iftoA 1-..^ ..tuw.. oo o * ■ • ' 


DCS 3000 software to utilize as an'irikrhal h-diiKIt^ jj^ontinp mechanism. He elucidated that this software 
was not meaii t to replace t hj Isvste m only to use for verification and testing data. 

Jtrocesses a fair amount of FISA orders each year. He further 


l explained tha j 
It while attempting to ol 


stated Wat while attempting to obtain the secret clearance necessary to administer FISA orders, a 
representative of the FBI Philadelghiajie|d_offic state d thm ihev wer e no longer processing security 
clearances do to lack of funding f^ T tssure q I that he would look into this. 

* L_______J|raised concerns of NQ C personnel havm g knowledge of “taps” and questioned why they are 

not required to have secret cle arance^ j ac 

discussion ensued on integrity 

practices to alleviatt 

[ 


^racticestoalleviate any such issues. 


p ddressed his co-i 
_^uggested that members oi 


and a general 
just follow best 


Bskedwhat_camecs are entitled to charge to recuperate their costs for electronic surveillance. 

Igav d [ ajhumbnail cost based on the average amount that carriers are charging. 

[stated that | ^ would be interested in attending the upcoming Regional Conference. 
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4. Action Items 


Jo provide^^_3000 Software to | | 

:o keepi linformed of u pcoming Regional Conference details. 

“ ‘ ' _ko discuss LNP. 


g o contaetT 

^to contact T3 ~ 


on assisting carriers with security clearances. 


_Jif the Philadelphia field office to address their policy on 


5. Attachments 
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• 03 1 022 Triton-Suncom - PowerPoint presentation in .pdf format 
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2. Background/Purpose 


TICTU liaison efforts with i j vcre arranged_to^inanunders of policies and 

interconnection techniques in their wireline markets.[_____^Jias over 500,000 subscribers in 50 
markets within 12 southern states (North Carolina, South Carolina, Tennessee, Kansas, Missouri, 
Oklahoma, Texas, Louisiana, Mississip£ij^labaraa^ Florida and Georgia. 

Within their various market^reas j b rovides con^titive local exchange (CLEC) services. 

Under the brand name j ^^T mices are also offered. 


This meeting was initially requested bv TTaI~ 
e coordinated bJ 


idsion. Arrangements 


b2 

b6 

b7C 

b7E 


• Following introductions ! [ began the presentation bv providing an overview of the FBI/TICTU 

organization and mission of the Switcn-Bascd Intercept Team.|__^_^^^^^^^^__|iarrated 
portions of the Powerpoinl presentation that had been customizedloi ^^^^^^^^T A Carrier’s Guide to 
Electronic Surveillance.” The presentation provided insight into the following areas; 
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ELSUR; Statutory Authority and Statistics b 7 E 

Typical Investigative Chronology 

Review of an Actual Kidnapping Investigation _ 

^ AHrirpscino Tpfhnirgl rhaii.»n«/»» Specific Switch Environments with emphasis placed onL 

Carrier Systems Security and Integrity 
Carrier/Law Enforcement Relationships 


3witches in operation. Their Houston and Dallas 


”j|~^^Tacknowledged havingl__ 

location switches are loaded with|^__Jgeneric software, which is purportedly CALEA comnliant Three 

S switches (in Wichita, KS, St Louis, MO a nd Kansas City, MO are loaded with th d I 

iticipates upgrading those three switches to l I n the very near future in order to 


additioi 
generic. 
satisfy CALEA obligat 


Jlso has on^~ 


not sCT vine end-users. 


^switch in operation. A singlt 


'itch is in place but is 


reportedly is early in the process of selecting a vendor for future soft switches to replace their circuit 
switc led devices. 

[__ management has not objection to allowing the installation of FBI equipment (i.e. routers, modems, 
etcjjntheir central office facilities. 

I b ointed out that they backhaul a great deal of traffic in various market areas to switch fecilities 


in Kansas City. He inquired as to how they would interconnect with the FBI office in, say, Atlanta. l~~~l 
_J explained the internal DCSNet facilities and suggested that the FBI would assume responsibility 


Advanced Te lenhonv Unit for further information 


for forwardin g data from the nearest point of presence to the appropriate field office. 

3gumj£gjl.aliether or not there exists a list of soft switches, w hich are know n to be CALEA 
testing process and suggested tfaat | [ contact the 

"ir further infor mation. 

d ‘secret” clearances, accept FISA orders, and 

maintoinagproved security containers for the storage of classified orders and National Security Letters. 
|^^_^^__|noted that they had been approached by a number of coi troanies offerin g to handle ELSUR 
issues on their behalf. He asked if such subcontracting was advisable. ! b tated that the FBI does 

not make endorsements of any such offerings. Detemunations of this nature must be made by the 
management of each individual carrier. 

I tated that, until all switches were fully CALEA comnlianl ! I would ensure that a 


‘‘listening st ation' 


facilitate ELSUR activities at the central office location, 
with an outreach binder and copy of the Powerpoint presentation o 


4. Action Items 


~l to provide the DCS 3000 software and documentation “C 

__bgreed_to_compile and forward a list of switches, switch locations and service areas to the 


^hrough^ 


^o complete and return the “Carrier Contact Information Sheet” toP" 
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5. Attachments 

• 040408 Birch Telecoiappt - PowerPoint presentation 
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TRIP REPORT 


Conversent Communications 
3 1 3 Boston Post Road 
Marlboro, MA 01752 

b6 

Monday, June 1 4, 2004 • 2:00 p.m. - 4:00 p.m. b 7 C 


1. Participants 


1 Name 

Representing 

Location 

Phone 1 E-Mail I 


FBOTICrU 

Quantico, VA 

702 


FBI/TICTU 

Quantico, VA 

702 

FBI/TICTU/BAH 

Maplewood, NJ 

972 

FBI 

New Haven, CT 

202 

Conversent 

New Haven, CT 

202 

Conversent 

Providence, RI 

401 

Conversent 

New Haven, CT 

202 

Conversent 

Marlboro, MA 

501 

Conversent 

New Haven, CT 

1 202 
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2. Background/Purpose 

• In response to a request from TTA| |New Haven Field Office, TICTU liaison efforts with 

Conversent Communications were anangeo to gain an understanding of Conversent policies and ELSUR 
intereonnectiozUecl^^ 

• I I coordinated this meeting. 


3. Discussion 

• Following introduction^^^^^j~^^rgvjj|ed.an. 2 v£rvigwjj£Ae FBI/TICTU organization and mission of 

the Switch-Based Intercept Teaiti l I narrated portions of the Powerpoint 

presentation that had been customized for Conversent Communications; “A Carrier’s Guide to Electronic 
Surveillance.” The presentation provided insight into the following areas: 

• ELSUR: Statutory Authority and Statistics 

• Typical Investigative Chronology 

• Review of an Actual Kidnapping Investigation 

• Addressing Te chnical Challenges for Specific Switch Environments with emphasis placed on the 

I k witch. 

• Carrier Systems Security and Integrity 

• Carrier/Law Enforcement Relationships 

• Founded in 1998, Conversent Communications is a facilities-based, competitive local exchange carrier 
(CLEC) that focuses on business customers along the northeast corridor. They currently support 30,000 
business subscribers (with a total of 200,000 lines) from southern Maine to New Jersey. They do not lease 
switch space from any incun*ent_LECs. 

• Conversent operates six|_____^^|switches, four of which mn the 16.2 softwar e load. T he remaining 
two switches, serving their NY and NJ markets, are soon to be upgraded from theij [software release. 
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• I T notcd tfaat i I receives a small number of subpoenas each month and has only 

accommodated a few pen register/Title III orders since launching their services. All such orders are handled 
through their corporate office in MariborOjMA. 

• Having discussed security needs j l indicatcd that they would likely seek a security clearance for 

one or more employees through the New Haven field office. 

• I T technical representatives expressed interest in the { lin tercon metion method and asked for 

assistance i n nVitaininp ^re cj imprchensivcjloriin^t.s on ihi i I feature J S uggested that 

they contac t I wiA whomi lhas dealt in the past, 

• It was a peed that testing betweei i l and the New Haven FBI field office would be coordinated 

through! |in the near future. 


4. Action Items 


jto provide DCS 3000 Software to[ 
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5 . Attachments 


• 040614 Conversent Guide to ELSUR.PDF - PowerPoint presentation (Adobe Acrobat format) 


Respectfully submitted, 
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MEETING REPORT 

Booz I Allen | Hamilton 


Nextei Communications, Inc. 

2001 Edmund Halley Drive 
Reston, VA 20191 

Thursday, November 29, 2001 - 1 :00 p.m. -3:15 p.m. b 6 

b7C 

1. Participants 


1 Name 


Location 

PhoM r E-Mail 


Nextei 

Reston, VA 

(703 




Lucent 

Technologies 

Naperville, IL 

(630 


- 

Nextei 

Technologies 

Reston, VA 

(703 


Nextel/NTS 

McLean, VA 

(703 



Nextel/NTS 

McLean, VA 

(703 



Nextel/NTL 

McLean, VA 

(703 


]- 

r 

Nextei 

Reston, VA 

(703 


FBI/TICTU 

Quantico, VA 


— 

r 

FBI/TICTU 

Quantico, VA 

~703 


FBI/TICTU 

Quantico, VA 

~Tm 


FBI/TICTU 

Quantico, VA 


FBI/TICTU 

Quantico, VA 
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2 . Background/Purpose 


• The meeting wa s called to discuss how the introduction of tandem switches would affect ELSUR 
operations in the| pireless network. 


Following roimdtable introductions,^ 


distributed a “Nextei Gatewa y MSC 


CALEA Solution” document (dated June 20, 2001) and described the introduction 

|_^__Jwitches. This document had been the topic of discussion with CIS representatives last 
June. , , 

A pair (“GTS”) will be installed in each of five | p iarkets; 

New York, Chicago, Southern California, Florida and Detroit. 


ALL lUFORJIATIOII CDHTAIMD 
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• It has been detennined that, once the|__jtandems arc in place, certain calls destined for ELSUR 
targets will go undetected. This will occur in three scenarios; 

• Calls which ate unconditionally forwarded to voicemail {as may be programmed by a 
subscriber), 

• Calls which are unconditionally forwarded to any other number (as may be programmed by a 
subscriber), and 

• Calls which are unconditionally forwarded to any other number, including voicemail, as a 
result of the subscriberbemg “detached” (i.e. out of cover age area, handset turn ed “ofT’l 

> To address these scenarios j | ias contracted wit hl | for the installati on of al I 

system, to be located at a central tacility in Elmhurst, iL, a suburb ofCl^ago. Th j j s 

intended to provide J-STD output through intercoimection to all te ni t witches. 

> This design is intended to satisfy CALEA requirements in the fiv e r t narkets when used as a 
supplement to other CDC and CCC connections made t d i switches in those areas. 

> The point of presence/demarcation point for all five markets will be El mhurst. IL. Call content (CCC) 
will be delivered to law enf orcement over dedicat ed T1 trunks from the j [ Call-related data (CDC) 
will^reguireanMency to us^^^^_^^^_Jcircuits. 

> |___^^_^^_^|acknowledged that the solution might present prohibitive costs, especially to state 

and local law entorcement agencies. He indicated that this had been a topic of previous discussions 
with CIS. 

* I l expressed concern over the manner in which th d H device closes TCP/IP 

connections after each call, resulting in data loss. The FBI has developed an interim “fix” for this 
problem but it is doubtful that it will accommodate the volume of traffic that is likely to be 
encoun tered. A preferable solution would b e to make the “H” interface a permanent connection j I 
I I stated that he would explore this wiih l t 

* Discussion tu rned to the possibility of collectively routing data (CDC) from th d l and the 

I ~T to an adjunct server. This server could be configured to deliver data via a permanent 

circuit_or^a a “stoitanidump" function. 

* I tiffered f L se of the DCS-3000,| Software as a tool to test various 

configurations and support interim solutions. 

> After extended discussion parties tentatively agreed to the following^^^ 

• An interim solution will be implemented until such time as | H has completed necessary 

I ( modifications. 

• The ten tandems will be temporarily co nfigured t o deliver call content via dial-out on ISUP trunks. 

• Two adjunct servers (one Vanguard, one | j will be temporarily installed in Elmhurst, 
^___^agjlilating CDC delivery via a permanent connection or via a “store and dump” function. 

> |^__^^Jexpressed the FBI’s preference for CCC delivery via dial-out, acknowledging that such a 


facilita ting CDC delivery via a permanent connection or 
> |^__^^Jexpressed the FBI’s preference for CCC delivery 


decision lie s with the carrier. 

I {noted that interest in iDEN technolog y was growing within the international law 

entorcement c ommunity and inquired i | I might be willing to participate in future forums 

Isaid he would gladly consider participation when further details were made available. 


loted that interest in iDbN technolog y was growing within the inter 
t community and inquired i | I might be willing to participate i 
|said he would gladly consider participation when further details « 


4. Issues/Action Items 


Issue: ^Configiuationof“H” interface as a^wmanent connection fi 

Action: I I to discuss withl i 


Issue: Installation/testine of adjunct Vangud ^^ ervers in Elmhurst, IL 

Action: I Ito coordinate. 
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MEETING REPORT 

Booz I Allen I Hamilton 


CALEA Implementation Section (CIS) 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
FBI Engineering Research Facility 
(Juantico, VA 22135 

Wednesday, December 19, 2001 - 9:30 a.m. - 1 1 :00 a.m. 


1. Participants 
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Name 

Representing 

Pho 

i!£ 



FBI/CTS/TICTU 

703 


— 


FBI/CTS/TICTU 

703 


FBI/CTSA^ICTU 

703 


FBI/CTS/TICTU 

703 


FBI/CTS/TICTU 

703 


FBI/CITS/TICTU 

703 

Michael Clifford, Section Chief 

FBI/CIS 

703 



FBI/CIS/SPAU 

703 


FBI/CIS/WTU 

703 


1 FBI/CIS 

703 


FBI/CIS 

703 


FBIITB 

703 


FBl/OGC 

703 


DEA 

703 
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2. Background/Purpose 


The meeting was called tn dificiiss RhfilJR intgi 


IS affecting two carriers | 
J and various issues of common interest t 




CALEA Implementation Section (CIS) and the Telecommunications Intercept and Collection 
Technology Unit (TICTU). 


3. Discussion - Following introductory remarks by | t he following topics were discussed: 




n overview of the interconnection sc heme to be util ized b; 

~]point> 


overview ot the interconnection schei 
I Noting that it was a generally good designj[[| 


b J I 

tea out that 
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the content of communications (CCC) would be lost when a targeted wireless customer roams 
outside of the market in which the intercept is provisioned (see attachment). 

Ensuring that all coraniunications is intercepted would necessitate the installation of T1 
circuits to a DACS in each market area. In addition to the expense, the installation of a T1 
cannot be accomplished rapidly, a detriment to investigations in which the time factor is 
critical (i.e. kidnaD 2 ing.case]. 

As an altemative j luRR ested thal | j consider using a dialout capability in 

the wireless switc^hes m eaci | | market. 
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^questioned if roaming were an issue in many ELSUR operationsj^ 


I muc&liulicu 11 luonuiig wcic ou is»uk in iiumy u(ici<uiuiu>| 

suggested that a large percentage of intercepts were impacted since roaming and anonymity 
are appealing features to the criminal element. 

inrnvided an overview of an issue associated with the “Interconnect” feature in the 
_jwirelessnetwork (see attachments). 


» I ^ xnlained that interconnect calls pass through 

I I which determines the format in which targeted commui 


n which targeted communications (CCCJ are sent to a 
monitoring facility (VSELP or PCM). If sent as VSELF it is critical that SS7 trunks are used 
for the ISDN connection. 

TICTU has encountered situations in which the switch has selected MF (analog) tmnks for the 
delivery of the content. The result is that the VSELP encoded data cannot be properly 
decoded at the monitoring facility. 

The issue is resolved when a carrier applies appropriate translations to ensure that only SS7 
trunks are used. However, the remainder of the delivery path to the monitoring facility is not 
under control of the wireless carrier. Hence, there can be no guarantee that SS7 circuits will 
be used exc lusively throughout the d elivery oath . 


|3*^88ssted that CIS reques^^__|to pursue an “upstream” solution, wherein all 
intercepted data would be converted to PCM before delivery to the law enforcement 
monitoring facility. This would solve a technical obstacle and also univer sally benefi t the 
manufacturers of collection box equipment. The contract between CIS an(| tprovides 


fnr <!ii>-ti and noted that costs are negotiable. 

I I noted that, since PCM can be delivered on SS7 or MF trunks, an added benefit 


would be that inexpensive dialout circuits would be sufficient for switch/LEA. connections. 
He also described a “bit adjustment” solution that is currently being developed with some 
success^_^ 

I "I mentioned tha|~ 


marie reeardine VS ELP issi 


i i i es hv the m ani 
s i E hoi 


n less than responsive when inquiries have been 


lufacturers of collection boxes (LEM), 
luld be disclosing this info to all LEMs and stated he 




|o discuss th is. 

Ttught consider this anomaly a “delivery’ issue that is 
outside the scope of their contract with CIS. He also cautioned thalj fas the affected 

carrier, might not agree to that type of network change. * * 

Mr. Clifford suggested that this issue m ust be explo red thoroughly beforeJ^_^_jis 


approached. It would be important to g( 
well. It would be advisable to idem ‘ 
adjustment” scheme mentioned b)(_ 


upport and consider the financial factors as 
technical solutions, including a “bit 
fore contacting ! ^ 

the issue anj j 


□ 


Mr. Clifford requested a brief technical document that explains the 
agreedJo_£rovide one. 

I Inquired as to whether tins solution might require modification to the| 

switch as well as the TRAU. That would affect the cost of any solution. 

Mr. Clifford stated that timeliness and costs were important issues as, aside from 
supplemental efforts, the funds needed hv Cl.S fo r the completion of their tasks were not 
available through FY03. CIS is seeking ! t n supplemental funds. 

introduced a matter involvin g | and the 
n aior market areas (sec attachments). 

|^^_^^_kviewd several network configurations which included the ten ( 1 0) 

switches that l I vill install. It is necessary to address these switches as there are 


e installation of tandem switches in their 


b2 

b6 

b7C 

b7E 


under which forwarded calls may not be intercepted. 

loted that, as an interim measiu-e, the FBI_could provide a DCS-3000 system to 
»d of 4-6 months until al l T vere in place and cer tein 

lifications were con^lete. This will address ELSUR concerns and savj |a 
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• l_____Jnoted that we have deployed a DCS-3000 in other carrier environments and now 

have a waiver from the Attorney General to freely distribute the software to other law 
enforce ment agencies. It is no longer considered die “loan of technical equipment.” 

• I ^ brought the group’s attention to recent press attention to Comversc InfoSys. He 

stresseoTRejieed^o_corK what responsive efforts, if any, might be appropriate. 

• |______^^^^_jjoted that security issues such are these appear to be the responsibility of a 

carrier pursuant to their Section 105 “Carrier System Security and Integrity” (SSI) 
objiggtjons^^ 

• I [suggested that it might be wise to ask carriers how they address this type of 

security issue. 

• Mr. Clifford noted that SSI objectives are encapsulated in regulations promulgated by the 
FCC. Historically, the FCC has not supported security initiatives sought by the FCC (i.e. 
requiring background checks on certain carrier personnel). It may be appropriate to approach 
the FCC, describe the potential issue, and suggest supplemental FCC regulations. 


Miscellaneous Issues: 


Jinquired as to the schedule for ISGs in 

"Tjeen no changes subsequent to the list he recently provided. 


n the ! | network.|^^_^^_3^* 
t he recently provided. 


f-equested that CIS enhance coordination as it applies to testing arrangem ents. In 

liejj_of increased levels of activity and travel advance notice of test dates is essential ] I 
' rovide regular updates to the test schedule and will also check on the status 


I f igr eed to orp vii 

ot overduj pqu 


Equipment. 

]a voice-activated dialing system is to be tested in the near future. The system utilized 

an adjunct processing device which, at the present time, does not output dialed digits over the 
CPC. This issue is being investigated. 

|^__^^JJioted that a new pod w ould be added to ERF. Facility requirements are sought and 
are due by the end of January 2002[^^_^^_|;ncouraged all participants to provide any 
input on any attributes and/or features that may be desired by CIS or TICTU. 


4. Issues/ Action Items 

Issue: IVritten^cription of l 1 issue is required by CIS. 

Action: provide to CIS. 

Issue: rwirdinatipn of CIS/Carrier testing 

Action: I l o ensure that TICTU is notified in a timely fashion. 

Issue: Suggestion for future pod construction at ERF. 

Action: All parties to consider and forward suggestions to| | 


5. Attachments 
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TRIP REPORT 

Booz I Allen ] Hamilton 


McLeod USA 

401 North 2”*' Avenue - Suite 1036 
Minneapolis, MN 55426 

b6 

Monday, August 26, 2002 » 1 :00 p.m. - 4:00 p.m. b 7 C 

1. Participants 


1 Name 

Title/Organization 

Location 

Phfl 

na -1. E-Mail 



SSA, 

FBI/TICTU 

Quantico, VA 

703 




Electrical Engineer, 
FBI/TICTU 

Quantico, VA 

703 


Senior Associate, 

Booz 1 Allen j Hamilton 

Quantico, VA 
Maplewood, NJ 

703 

973 


Mgr. Switch Engineering 
McLeod USA 

Minneapolis, MN 

612 


Sr. Eng. - Translations 
McUod USA 

Minneapolis, MN 



Switch Engineer 
McLeod USA 

Minneapolis, MN 

612 


5ESS Switch Engineer 
McLeod USA 

Minneapolis, MN 

\ln 


5 ESS Switch Engineer 
1 McLeod USA 

Minneapolis, MN 

h6l2 
1 


Project Manager 
1 McLeod USA 

Minneapolis, MN 

1 ^ 


Dir. Switch Engineering 
McLeod USA 

Minneapolis, MN 



2. Background/Purpose 

• I I Technical Advisor to the Minneapolis Division, initiated this meeting through a 

request for field office assistance. The purpose was to gain an understanding of McLeod USA 
policies and interconnection technique s in support of FBI ELSUR operations in their market areas. 
(Note; Due to a scheduling conflict, TA|^^^^^|jJvas unable to attend.) 


b6 

b7C 


3. Discussion 

• F olio wing introduction ^ Ibeean the presentation bv providing an overview of the 

TICTU organization and mission i n arrated portions of the 

PowerPoint presentation that had been customized for McLeod USA: “A Carrier’s Guide to 
Electronic Surveillance.” The presentation provided insight into the following areas: 

b2 

g • ELSUR: Statutory Authority and Statistics 

• Typical Investigative Chronology 
b 7 C • Actual Investigation 

b7E 
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• Addressing Technical Challenges 

• Carrier Systems Security and Integrity 

• Carrier/Law Enforcement Relationships 

McLeod USA is a competitive local exchange carrier (CLEC) with active operations in 25 states. 
Their activities are generally focused on markets in which the incumbent LEC is Ameritech and 
SBC. Their corporate offices are located in Cedar Rapids, Iowa and another major provisioning 
facility is located in Tulsa, OK. McLeod USA absorbed the operations of the former Innovation 
Communications. 

As a CLEC, McLeod has switching components collocated in|__^_Jacilitics. One ! I 

switch is located at their facility in Minneapoli s. MN. 

I I models dominat e the McLeod USA switching 

environment. They also_ogerateseveral long distance switches F I 

I L All their |____|^itches utiliz|^_^^Jnoaules and the maximum number of 

^"T Tanv switch is present|j^J_^ 

McLeod USA’s has chosei^_____J as their voicemail server platform u j i of their markets. 
However, they are delaying the purchase and installation o j | police_surveillance'* 

option until such time as there is a demonstrated need. A small number of^_|voiceniail 
processors are also in use. In either system, messaging is provisioned for a 30-day retention 
period. 

At the present time McLeod USA is exploring a partnership arrangement to provide telephone 
services over c able. The partnership was not further identified. 

I iexplained the common inte rconnection options that are available on th ^ l and 
Inlatforms l l indicated that McLeod USA would prefer to terminate a 

^^_^^_J^cuit within their switching facilities and would permit the FBI to install any 
required packet assembler/disassembter (PAD), router and/or modem equipment. In discussing 
hardware McL eod USA expre ssed a prefere nce for components that were DC powered. 

I I suggested that a | | eries router might be appropriate and agreed to provide 

snecification.s an d power requirements tdr any equipment that might be installed. 

I { explained that access to central office facilities would need to be carefully 

*j£H^ 0 £ 3 EIS 2 prdination with the incumbent local exchange carrier is necessary. 

I h n response to an inquiry, stated that they would continue to simnort Inr.al Innn 

intercepts as necessary. However, this method is made more complicated foi | | 

facilities/res ources, not under the control of McLeod USA, are also required. 

I s uggested that McLeod USA consider the creation of a guide to law enforcement 

agencies on their ELSUR procedures and cost schedule. Local field office assistance was offered 
shouldMclxod USA wish to have select personnel seek a security clearance. 

I leviewed die_roleplayed by the DCS-3000 software, adding that he could make the 

t<i l I for the purposes of testing. 

|___^^^_^xplained that TICTU personnel would conduct the installation efforts and conduct 
operational tests with the local field office. 


|_____Jwill followup with|_ 
router configuration scripts. 


y of this presentation in adobe acrobat format. 

jon equipment specifications, DCS-3000 software and 
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TRIP REPORT 

Booz 1 Alten 1 Hamilton 


Mid-Rivers Communications (host) 

408 First Street West 
Roundup, MT 59072 

Tuesday, October 8, 2002 • 10:00 a.m. - 3:00 p.m. 

1. Participants 


b6 

b7C 


Title/Organization 

Location 

Phone 


SSA, 

FBI/TICTU 

Quantico, VA 

,03 



Electrical Engineer, 
FBI/TICTU 



Senior Associate, 

Booz 1 Allen | Hamilton 

Quantico, VA 
Maplewood, NJ 

703 

973 

SSA 

FBI, Salt Lake City Div. 

Salt Lake City, UT 


FBI, Salt Lake City Div. 
(BAE Contractor) 

Salt Lake City, UT 


Range Telephone 
Cooperative, Inc. 

Forsyth, MT 

406 

Range Telephone 
Cooperative, Inc. 

Forsyth, MT 

406 

Range Telephone 
Cooperative, Inc. 

Forsyth, MT 

406 

Range Telephone 
Cooperative, Inc. 

Forsyth, MT 

. 


Range Telephone 
Cooperative, Inc. 

Forsyth, MT 

.0. 

Lincoln Telephone 



3 Rivers 

Communications 

Fairfield, MT 


3 Rivers 

Communications 

Fairfield, MT 

406 

Mid-Rivers Telephone 
Cooperative, Inc. 

Glendive, MT 

406 

Mid-Rivers Telephone 
Cooperative, Inc. 

Glendive, MT 

406 

Mid-Rivers Telephone 
Cooperative, Inc. 

Glendive, MT 

406 

Mid-Rivers Telephone 
Cooperative, Inc. 

Roundup, MT 

406 

Mid-Rivers Telephone 
Cooperative, Inc. 

Roundup, MT 

406 

Mid-Rivers Telephone 
Cooperative, Inc. 

Circle, MT 

406 

Triangle Telephone 

Havre, MT 

406 


021008 Mid-Rivers Communications 


ALL lETFCiPIIATIOM COHTAIMED 

HEREIN IS OTCLA33IFIED 

DATE 06-14-2007 BY 65179DHH/'K3R/fIAJ 





b6 

b7C 






Pho 





Triangle Telephone 






Nemont Telephone 




Nemont Telephone 




Nemont Telephone 




Project Telephone 


H 


Sagebrush Cellular 




Northwest Communi- 
cations Cooperative, Inc. 


H 


Northwest Communi- 
cations Cooperative, Inc. 

Ray.ND 

[toT 





2. Background/Purpose 


i L f Mid- Rivers Conununications requested this meeting through SSa[ 

the Salt Lake City DivisionL_____Joffered to host the forum for other Montana and western 




Dakota carriers as well. Mid-Rivers also offered a testbed opportunity on theii | | 

Jwitch, a wireline platform on which TICTU had not previously tested. 

The majority of attendees represented rural wireline local exchange carriers. Many of the 
companies also offered ISP services. 


• Following introduction ^ "Ihecan the nresentation hv nroviding an overview of the 

TICTU organization and mission j b arrated portions of the 

PowerPoint presentation that had been customized for the many carriers in attendance; “A 
Carrier’s Guide to Electronic Surveillance.” The presentation provided insight into the following 
areas: 


b2 

b6 

b7C 

b7E 


• ELSUR: Statutory Authority and Statistics 

• Typical Investigative Chronology 

• Review of an Actual Kidnapping Investigation 

• Addressing Technical Challenges 

• Carrier Systems Security and Integrity 

• Carrier/Law Enforcement Relationships 

Following the presentation, questions from carrier participants centered on various elements of 
costs, charges and reimbursement opportunities. Responses were necessarily limited to the manner 
in which carriers may elect to charge law enforcement entities when they perform ELSUR 
activities in response to a court order. Questions on initial costs were refened to the CALEA 
Inqjlementation Unit. 

As a number of companies were Internet Service Providers, an explanation was made as to the 
distinct missions of the Data Intercept Technology Unit (DITU) and the Telecommunications 
Intercept and Collection Technology Unit (TICTU). 


021008 Mid-Rivers Communications 




• Following a lunch break, testing was initiated on the liv il b witch operated 

by Mid-Rivers Communications. Representatives of numerous other carriers observed the testing 
proces s. Mid-Riv ers had previously installed the requisite hardware and software offered by their 
vendor] |). Prior to this time, there had been no opporttmity for operational testing with a 

law enforcement agency. 

• It was apparent that the | "j PALEA solution utilized ^ b omponents. For 

the purp oses of this initial test, the CDC connectivity to a DCS-3000 device was provided by a 

I I connection. In an actual installation, CDC delivery could be acco mplished through the 

use of a router/modem pair installed at the end office switch l [ voiced no objection to 

having law enforcement equipment located on their premises. 

• Testing disclosed that the call content channel (CCC) could be delivered to a local or long distance 
directory number that would be provided by the law enforcement agency. No special dedicated 
circuits were required. 

• All tests seemed to function properly. However, no attempt was made t o apply the m any call 

scenarios and variations that are addressed in J-STD025 or J-STD02 5A.I t vas cautioned 

that this testing should not be deemed an “officiar acceptance of th«J__^j5olution or a 
guarantee of con^liance. 

• Many carriers_exgressed interest in the DCS-3000 software as a tool for their own testing 

purposes. ^ "“A greed to provide a copy of the latest release to each participating carrier 

organization. 


4. Action Items 


b6 

b7C 


. c 


3o provide each participating carrier with a copy of the DCS-3000 software suite and 


installation/operation guide. 


5. Attachments 

• 021 008 Mid-Rivers Guide to ELSUR.pdf - Powerpoint presentation in .pdf format 



b2 

b7E 


b2 

b6 

b7C 

b7E 


021008 Mid-Rivers Communications 



TRIP REPORT 

Boo 2 I Allen | Hamilton 


Northwest Telecom Carrier Group 
Monitor Telephone Company (host) 

15265 Woodbum Monitor Road NE, Woodbum, OR 97071 

Wednesday, December 1 1, 2002 ♦ 8:30 a.m. - 4:00 p.m. 
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. Participants 


1 Organization 


b6 

b7C 


1 Name 

Organization 

Location 

Phon 


E-Mail 1 


Molalla Comm. 

Molalla, OR 

(503) 



Molalla Comm. 

Molalla, OR 

(503) 

Molalla Comm. 

Molalla. OR 

(503) 

Canby Telephone 
Association 

Canby, OR 

(503) 

Canby Telephone 
Association 

Canby, OR 

(503) 

Western Independent 
Networks 

Tualatin, OR 

(503) 

Western Independent 
Networks 

Beaver Creek, OR 

(503) 


2 . Backgrouod/Purpose 

• |___^____|(GVNW Consulting) ofTered to coordinate this gathering of service providers in the 

northwest region of the country, having been advised of our previous presentation in Montana. Monitor 
Telephone Company agreed to host the meeting. The majority of attendees represented rural wireline local 
exchange carriers. Many of the companies also offer ISP services. 

3. Discussion 


b6 

b7C 


b2 

b7E 
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Following intmdiirtinn J hcpan the nrss<»nfatifm hv nrovirj inp an overview of the TICTU 

organization and mission l t iarrated portions of the Powerpoint 

presentation that had been customized tor the many earners m attendance; “A Carrier’s Guide to Electronic 
Surveillance.” The presentation provided insight into the following areas: 


ELSUR; Statutory Authority and Statistics 
Typical Investigative Chronology 
Review of an Actual Kidnapping Investigation 
AMessingJIechnic^^ 


• Carrier Systems Security and Integrity 

• Carrier/Law Enforcement Relationships 


• During and following the presentation, questions from carrier participants centered on various elements of 
interconnection methods. Several questions on extension requests were referred to the CALEA 
Implementation Unit. 

• Carriers were requested to complete “Carrier Information Sheets” reflecting current company contact 
information for ELSUR issues. 

• Following a lunch break, individual consultations were held with several representatives, again centering 
on interconnection techniques. 

• expressed interest in the DCS-3000 software as a tool for their own testing purooses i I 

I l agreed to provide a copy of the latest release to each participating carrier organization. 

• Each carrier was provided with a binder containing comprehensive information related to ELSUR 
authorizations, statistical reports, FCC regulations, CALEA Sec. 105 and J-STD025. 
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4. Action Items 


b6 

b7C 



f o provide any interested carrier with a copy of the DCS-3000 software suite and 
lon/ operation guide. 

[to provide copy of switch interconnection slides and copies of “Carrier Info Sheets” to TA J I 
’ortiand Division, (conqdeted 12/13/02) 


S. Attachments 


• G VNW-Portland - Guide to ELSUR.pdf - Powerpoint presentation in .pdf format 

• GVNW-Portland-Carrier Info Sheets.pdf 
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FBI/TICTU - ATU Meeting with i-Wireless 
4135 N.W. Urbandale Drive 
Urbandale, Iowa, 50322 

Wednesday, September 15, 2004 - 10:00 a.m. to 12:00 p.m. 


1. Participants 


1 Name 

Representing 

Location 


E-Mail 


FBI/TICTU 

Quantico, VA 


1 


FBI/TICTU 

Quantico, VA 

703 

FBLTICTU 

Quantico, VA 

703 

FBI/TICTU 

Richmond, VA 

804 

FBl/TlCTU 

Quantico, VA 

703 

FBI/ATU 

Quantico, VA 

mg 

FBI/ATU 

Quantico, VA 

703 

i- Wireless 

Urbandale, lA 

m 

m 


i -Wireless 

Urbandale, lA 

EB 

i -Wireless 

Urbandale, lA 

m 


i -Wireless 

Urbandale, lA 

EB 


i-Wireless 

Urbandale, lA 

EB 


i -Wireless 

Urbandale, lA 

fin 

i— 

i Wireless 

Urbandale, lA 




2. Background/Purpose 


TICTU/ATU liaison efforts with i-Wireless were arranged to gain an understanding of i-Wireless’ policies 
and ELSUR interconnection techniqu es. 

This meeting was coordinated througl T ts a Network 

Enginecr_forj-W^ and has worked with the TICTU engineers to 

I i based on an initial request from the Springfield Division. the primary 

point of contact for ELSUR operations. 


b6 

b7C 


3. Discussion 

• I (opened the meeting with introduc tions and a brief ove rview of the FBI/TICTU organization and 

Y, ij; mission 01 ine Switch-Based Intercept Team.| follow ed with a description of the miss ion 

of the Advanced Technology Units’ Wir eless Intercept Ifacking T 
b 7 C I Inarrated portions of the Powerpoint presentation that had been, 

customized for i-Wireless; “A Carrier’s Guide to Electronic Surveillance." The presentation provided 

040915 i-Wireless 
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insight into the following areas: 


ELSUR; Statutory Authority and Statistics 

Typical Investigative Chronology 

Review of an Actual Kidnapping Investigation 

Addressing Tech nical Challenges for Specific Switch Environments with emphasis placed on the 
I t witch. 

Wireless Intercept Tracking Team (WITT) Overview 
Carrier Systems Security and Integrity 
Carrier/Law Enforcement Relationships 


i-Wireless is a privately owned company that was established in 1998 and provides wireless GSM service 
in Iowa and Illinois. 

i-Wireless also offers prepaid wireless service j K ndicated that proper identification for new 

subscribers is required at the time of purchase. 

i-Wireless processes approximately 120 subpoenas monthly. Since 1998, they have processed five criminal 
ELSUR orders, and one FISA order. 

i-Wireless currently offers GSM technology utilizing a | I switch with software load M-1 1 

located in Cedar Rapids, Iowa. This switch cunently supports approximately 300 cell sites. 

Since i-Wireless is a privately owned conpany, they were reluctant to offer the exact number of subscribers 
they have. One representative disclosed that they had more than fifty thousand subscribers. 

Throughout the presentations, members of i-Wireless interacted with questions and conunents for the 
TICTU and ATU representatives. 

I l addressed representatives of i-Wireless explaining the differences between Title III and Title 50 

(F'tJiA) court orders. He further explained that after 9/11/2001 the FBI’s primary focus has shifted towards 
National Security investigations. 

A comprehensive discussion about the delivery of CDCandCCCensued during the “Technical 
Challenges” portion of the presentation. When asked| |explained the FBI’s position on VPN 

deliver^_o^DC information. 

[ {stated that although representatives |claim that thj ts CALEA 

compliantlTis not J-STD-025 con^liant. 

I [ stated that the FBI is willing to test the CDC data witl l l and could alter the DCS 

3000 software to adapt to the message format that i-Wireless delivers. Once this is completed he will 
provide i-Wireless with the DCS 3000 software to use for future internal testing. 

Members of i-W ireless agreed to provide the FBI with cell site data thaUsjjee^d for tracking operations. 

I [statpH that for GPRS deployment i-Wireless utilize d tnf rastmeture and asked if 

1 Ishould be addressed in court orders for GPRS intercepts. ! ^^ xplained that more than 

likely that would be the case, but it would be up to the legal entities of] |md i-Wireless to make 

that determination. * * 

i-Wirelcss seemed interested in attending future TICTU Regional Conferences. 


t o coordinate testing for connectivity and data delivery with| | 

_[to provide i-Wireless with DCS-3000 software upon implementation of upgrades necessary t< 
I data format. 

lo coordinate the transfer of i-Wireless cell site data witH I 


040915 i-Wirelcss 


5. Attachments 


• 0409 1 5 i- Wireless.PDF - PowerPoint presentation (Adobe Acrobat format) 


Respectfully submitted, 


T 


b6 

b7C 


040915 i-Wireless 



TRIP REPORT 

Booz I Allen ( Hamilton 


b6 

b7C 


FBI Field Office - San Juan 
US Federal Office Building - Room 526 
1 50 Carlos Chardon Avenue - Hato Rey, PR 00918 

b6 

Thursday, March 27, 2003 ♦ 10:00,a.m. - 12:30 p.m. b 7 C 


1. Participants 


I Name 


Organization 

Location 

Phon 


FBI/TICTU 

Quantico, VA 

(703) 


PBin-ICTU 

Quantico, VA 

(703) 


Booz Allen 

Quantico, VA 

(703) 


FBI, San Juan 

San Juan, PR 

(787) 


FBI, San Juan 

San Juan, PR 

(787) 


Verizon Wireless 

San Juan, PR 

(787) 


Verizon Wireless 

San Juan, PR 

(787) 


Verizon Wireless 

San Juan, PR 

(787) 


Sprint 

Guaynabo, PR 

(787) 


AT&T Wireless 

Miramar,PR 

(787) 


Movistar 

Guaynabo 

(787) 


Movistar 

Guaynabo 

1 

(787 


Movistar 

' Guaynabo 

(787 


Movistar 

Guaynabo 

1 (787 
(787 


Centennial PR 

1 San Juan, PR 

(787 


Cingular 

San Juan, PR 

(787 



2. Background/Purpose 

• Liaison efforts with the carriers in attendance resulted from a request from San Juan field office personnel. 
This gathering was hosted by the FBI field office and included all carriers providing wireless services 
within the commonwealth of Puerto Rico. 


3. Discussion 

• Following introductio na T?eean the presentation bv providi ng an overview of the FBl/TICTU 

organization and mission l b arrated portions of the Powerpoint 

presentation that had been customized for the hosted participants; “A Carrier’s Guide to Electronic 
Surveillance.” The presentation provided insight into the following areas: 

• ELSUR: Statutory Authority and Statistics 

• Typical Investigative Chronology 

• Review of an Actual Kidnapping Investigation 

• Addressing_Technica]^ for Specific Switch Environments, including; 

• technology) 

030327 Carriers-PuertoRico.doc 
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• Carrier Systems Security and Integrity 

• Carrier/Law Enforcement Relationships 

I b lso reviewed future switch enhancements that will enable CDC and CCC channels to be 

interconnected to FBI collections points via dial-out circuits. Data will be transported as GR-30 information 
in a manner similar to “Caller ID." 

Carriers in attendance expressed interest in the DCS-3000 s oftware and the ability to use the application to 
test their individual CALEA-type solutions r p greed to provide carriers with a copy of the 

software and documentation at no cost. 

I T distributed an ELSUR Contact/network information sheet to each carrier and requested that 

they be returned via FAX. This information is to be posted on the Intranet resources available to all field 
office technical personnel. 


4. Action Items 

b6 

7 C • L^_^_^to provide carriers with a soft copy of the Powerpoint presentation that was reviewed during the 

meeting as well as the DCS-3000 application for distributio|Hodie_attendeM 
• It was requested that a “Carrier Outreach” binder be sent td^_^_^___^_^_]SprintPCS, Metro Office 
Park, Suite #1, Guaynabo, PR 00968 (shipped on 03/28/o5 ) 


5. Attachments 

• PuertoRico-Guide to ELSUR.pdf - Powerpoint presentation in .pdf format 
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1. Participants 
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SRT 

Communications 

Minot, ND 

(701) 



Midstate 

Communications 

Beach, ND 

(701) 



DRN 

Ellendale, ND 

(701) 



West River Telecom 

Hazen, ND 

(701) 



West River Telecom 

Hazen, ND 

iZOl) 




2. Background/Purpose 

• Liaison efforts with the carriers in attendance resulted from a similar group presentation hosted by Monitor 
Telephone Company, Portland, OR in December 2002. This gathering was hosted by Telephone 
Apprenticeship, Training and Safety, an organuation that supports a number of rural carriers in North 
Dakota. 

• With prior appro currently formulating an outreach program for the Data Intercept 
and Collection Unit (DITU), attended as an observer. 


3. Discussion 

bb 

b 7 C • Following intrndiicrionJ Ihpoan thp firpspntatinn hv nrnviHinp an overview of the FBI/TICTU 

organization and missionL_^^^_^__________^_^^Jiarrated portions of the Powerpoint 

presentation that had been customized for the hosted participants; “A Carrier’s Guide to Electronic 
Surveillance.” The presentation provided insight into the following areas: 


bb 

b7C 


• ELSUR; Sututory Authority and Statistics 

• Typical Investigative Chronology 

• Review of an Actual Kidnapping Investigation 

• Addressing Technical Challenges for Specific Switch Environments; 


• b2 

• b7E 

• 

• Carrier Systems Security and Integrity 

• Carrier/Law Enforcement Relationships 


• I |also reviewed future switch enhancements that will enable CDC and CCC channels to be 

interconnected to FBI collections points via dial-out circuits. Data will be transported as GR-30 information 
in a manner similar to “Caller ID.” 

• Carriers in attendance expressed interest in dieDCSOOOO^ltware and the ability to use the application to 

test their individual CALEA-type solutions^ {agreed to provide carriers with a copy of the 

software and documentation at no cost ’ ^ 

• A survey of the audience indicated that several companies also were Internet service providers F I 

askedjfit would be possible to provide insight into ELSUR requirements in an IS P environmen j I 

I 1 indicated that such a program was cuncntly under development and thal f { would 


at a future time. 

ithered ELSUR contact/network information from the carriers in attendance. This information 

to be posted on the Intranet resources available to all field office technical personnel. 
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4 . Action Items 
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provide Telephone AT&S with a soft copy of the Powerpoint presentation that was reviewed 
during the meeting as well as the DCS-3000 application for distribution to the attendees. 


5. Attachments 

• Telephone ATS Guide to ELSGR.pdf - Powerpoint presentation in .pdf format 

• NDakotaCarriers.pdf - Carrier contact information sheets submitted by attendees. 



030402 TelAT&S-Bismaick.doc 
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TRIP REPORT 

BridgeCom Outreach Meeting 
1065 Avenue of the Americas - 10“' Floor 

New York, New York ^ g 

T uesday, March 04, 2004 1 :00 p.m. b 7 C 


1. Participants 


1 Name 

Representing 

Location 

Phone 

E-Mail 1 


FBI/TICTU 

Quantico, VA 

703 



FBI/TICTU 

Quantico, VA 

703 

FBLTICTU/BAH 

Maplewood, NJ 

973 

FBI/TICTU/BAH 

Quantico, VA 

703 

FBIftsfYFO 

New York, NY 

21?, 

BridgeCom 
Network Engineering 

ValhaUa, NY 

914 


BridgeCom 
Network Operations 

New York, NY 

"914 

BridgeCom 

IT 

Valhalla, NY 

914 


2. Background/Purpose 


• In response to a request from the New York Field Office, TICTU liaison efforts with BridgeCom were 
arranged to gain an understanding ofRridgeComnolicies and El.SIIR interconnection techniques. 

• This meeting was coordinated Network 

Operations for BridgeCom and is responsible for facilitating CALEA compliance. Subpoenas and court 
orders for BridgeCom are processed through the Valhalla, New York location. 


3. Discussion 

• Followng introduction j Lovided aa overview of the FBI/TICTU organization and mission of 

the Switch-Based Intercept Team.| |nanated portions of the 

PowerPoint presentation that had ^en customized tor bnoget-om; "A earner's Guide to Electronic 
Surveillance.” The presentation provided insight into the following areas: 


b6 
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• ELSUR: Statutory Authority and Statistics 

• Typical Investigative Chronology 

• Review of an Actual Kidnapping Investigation 

• Addressing Technical Challenges for Specific Switch Environments with emphasis placed on the 
SanteraOne soft switch. 

• Carrier Systems Security and Integrity 

• Carrier/Law Enforcement Relationships 


040504 BridgeConx.doc 
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I p lans to set up a conference call with! 1 as he i s looking for a “Methods of Operation” 

(MUt*) aocum ent from them. He plans to i ncludj |o n the call. 

|__^^_^__|3ffered DCS-3000 software to | | to utilize for testing. 

A discussion ensued on the progerwor^g that should^emcluded in the case of court orders for 
BridgeCom targets that utilize ] [ network. I t sked who makes the decision on what 

should be in the court order. Members of TICTU suggested that BridgeCom legal compliance make that 
determinati on. 

I S tated BridgeCom would like to participate in future TICTU training conferences, as he 

interested in seeing how other carriers handle ELSUR. 


4. Action Items 



to provide DCS 3000 Software to|^_^_]^(Conq3leted 4/30/04) 
to indude^ndgeCom^in future TICTU Regiona l Conferences . 

) contacl Q" lo nce conference call with ! i s set. 

^0 providq jivith interconnection information once received from CIS. 


040504 BridgeCom.PDF - PowerPoint presentation (Adobe Acrobat format) 


040504 BtidgeConudoc 
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CONFERENCE REPORT 

Booz I Allen | Hamilton 


TICTU Conference - San Diego 
Doubletree Hotel Mission Valley 

7450 Hazard Center Drive b 6 

San Diego, CA 92108 b7C 

Wednesday, April 12, 2006 - Thursday, April 13, 2006 

1. Conference Participants 



ALL lETFORLIATIOF COlilTABrcD 

HEEEIH IS mrcLASSIFIED 

DATE 06-14-2007 BY 6S179DHH/K3R/HAJ 









2. Purpose/Background 

This conference was organized as a forum to educate the technically trained agents who routinely use collection 
equipment supported by the TICTU. Attendance included technical agents from twenty-six randomly selected FBI 
field divisions. The topics addressed were new DCS-3000 features and updates on many issues related to switch- 
based electronic surveillance including presentations and discussions with representatives from various service 
providers. The conference also provided updated information and demonstrations of the Telecommunications 
Management Database and WITT Tracking. 

3. Advanced Preparations 

• Based on a previous stay during an Outreach endeavor, a request was made by the client to host the first of 
two TICTU Conferences at the Doubletree Hotel - Mission Valley, San Diego. 


BoozI Allen | Hamilton 
TICTU Conference - San Diego 
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Booz I Allen | Hamilton 


b6 

b7C 


b6 

b7C 


TICTU Conference - San Diego 
Adams Mark Hotel 
1550 Court Place 
Denver, Colorado 

Tuesday, June 06, 2006 - Wednesday, June 07, 2006 

1. Conference Participants 


1 Presenters/Support Pe 

rsonnel I 

J Saais 

Title/Representing 

Location 

Telephone 


Acting Unit Chief, FBI/TICTU 

Quantico, VA 

703 




Chief Technologist, FBI/TICTU 

Quantico, VA 

703 




EE, FBI/TICTU 

Quantico, VA 

703 




SSA, FBI/TICTU 

Quantico, VA 

703 




EE, FBI/TICTU 

Quantico, VA 

703 




EE, FBBTICTU 

Quantico, VA 

703 




SSA, 

FBI/ATU 

Quantico, VA 

703 




Assistant GC, FBI/STLU 

Quantico, VA 

703 




SSA, FBIDITU 

Quantico, VA 

703 




EE, FBI/DITU 

Quantico, VA 





SSA/FBI/Technical Liaison Office 

Quantico, VA 

703 




Unit Chief, FBI/TPDU 

Quantico, VA 

703 




SA, FBI/TPDU 

Quantico, VA 

703 




Booz 

Allen 

Hamilton 

Quantico, VA 

703 




Booz 

Allen 

Hamilton 

Quantico, VA 

1 703 




Booz 

Allen 

Hamilton 

Quantico, VA 

[7^ 




Booz 

Allen 

Hamilton 

Quantico, VA 






FBI Field Office Personnel 



Office 

Telephone I Name 1 

Office 

T« 

leohone 1 


Albany 

511 


Denver 

303 



Albany 

511 


Denver 

303 



Albuquerque 

501 


Denver 

303 



Albuquerque 

501 


Denver 

303 



Atlanta 

40-; 


Denver/BAE 

303 



Atlanta 

4(R 


Denver 

303 



Baltimore 

41( 


Denver 

303 



Baltimore 

441 


Denver 

303 



Boston 

611 


Denver 

303 



Boston 

781 


Detroit 

313 



Charlotte 

703 


Honolulu 

808 



Cincinnati 

51: 


Houston 

713 



Cleveland 

21( 


Houston 

281 



Cleveland 

21( 


Indianapolis 

317 



Dallas 

972 


Indianapolis 

317 



Dallas 

972 


Knoxville 

865 



Miami 

305 


Portland 

503 



Miami 

305 


Salt Lake City 

801 



ALL IMFOPHATIOW COHTAIIIEI) 

HEREIH IS OTCLASSIFIED 
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2. Purpose/Background 

This conference was organized as a forum to educate the technically trained agents who routinely use collection 
equipment supported by the TICTU. Attendance included technical agents from twenty-six randomly selected FBI 
field divisions. The topics addressed were new DCS-3000 features and updates on many issues related to switch- 
based electronic surveillance including presentations and discussions with representatives from various service 
providers. The conference also provided updated information and demonstrations of the Telecommunications 
Management Database and WITT Tracking. 

BoozI Allen I Hamilton 2 
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Booz I Allen | Hamilton 


TICTU South Conference 
4415 E Paradise Village Parkway South 
Phoenix, Arizona 85032 

Tuesday, April 19, 2005 - Thursday, April 21, 2005 
1. Conference Participants 
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BoozI Allen I Hamilton 
TICTU South Conference 





2. Purpo$e/Bacl%round 

This conference was organized as a forum to educate field personnel from the southern part of the country who 
routinely use collection equipment supported by the TICTU. The topics addressed were new DCS-3000 features and 
updates on many issues related to switch-based electronic surveillance including presentations and discussions with 
representatives from many leading telecommunication companies. The conference also introduced the 
Telecommunications Management Database, a new tool developed m part to satisfy the TlCTU’s mandate to 
identify, track and analyze cost related to electronic surveillance operations in both the criminal and national 
security arenas. 

3. Advanced Preparations 
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I l invcstigated and produced a cost analysis of potential venues for the TICTU South 

Conference. Among these cities were: Charleston, SC, Albuquerque, NM, Phoenix, AZ, Denver, CO, 
Nashville, TN, and Houston, TX. 

After reviewing itemized comparisons, Phoenix, AZ was chosen and approved by the client based on cost 
and availability. 

researched potential conference facilities in the surrounding Phoenix International Airport 
' area that would a ccommodate government rates and client requirements. 

I | :onqiiled a list of suitable hotels in the Phoenix and Scottsdale areas that were within a 

close proximity to the airport and to an assortment of restaurants. This list included the following hotels: 
The Doubletree Guest Suites, Embassy Suites/Scottsdale Golf Resort, Resort Suites of Scottsdale, Embassy 
Suites Phoenix North, Hilton Phoenix Airport, Chaparral Suites and Resorts, and The Scottsdale Plaza 
Resort. 

After a pre liminary check on availability and willingness to accommodate the government rate i I 
I T iegotiated and scheduled site visits with each of these f acilities. 

Outreach travel in Phoenix, AZ in January 

|___^^_J'isited the aforementioned hotels. The Embassy Suitcs/Scottsdale Golf Resort provided the 
best accommodations and willingnes s to stay within t he TICTU budget. 

Immediately following this selection[__^______Jnegotiated a contract with the Embassy 

Suites/Scottsdale Golf Resort. 

Over the course of two months. T t vorked closely with 

the client to ensure all FBI presentations were created and/or updated as required and developed support 
materials for F BI and carrier partici pants. 

L__^_^^_jworked with the client to coordinate attendance of the 

annrnnriate t echnically trained agents from each field office. 

Idrafted ths.H^2[ySouth Conference Electronic Conununication for approval by Unit Chief 

I OncTa pprovedl [ forwarded a courtesy copy to the field office personnel. 

I facilitated the development of invitations and conference information to all non-bureau 
particigants and FBI field office personnel. 

t ~1drafled the TMD Training Electronic Communication for approval by SSA | l Once 

approved j [ forwarded a courtesy copy to the field office personne l. 

A request for support was made to the Phoenix Division. T^^^^^^^jagreed to assist the TICTU with 
receiving and delivering materials to the Embassy Suites. 

I [ worked closely with the FBI personnel in charge of GTA and with representatives of Omega 

Travel, facilitating all the necessary paperwork for carrier travel arrangements. FBI funding was provided 
forairhne_andjjote^ for a maximum of two persons per carrier organization. 

I l arrived in Phoenix in the evening of April 17, 2005 and coordinated with the Phoenix 

Office the delivery of the conference materials to the Embassy Suites/Scottsdale Golf Resort on Monday, 
April 18, 2 005. 

I [ worked closely with the hotel to facilitate the appropriate audio/visual equipment. 

I lCT U lumbers corrq)leted facility setup and final preparations on Monday evening, April 18, 2005. 
Presentation team convened at 8:15 a.m. Tuesday, April 19, 2005 for final review and registration set up. 


BoozI Allen I Hamilton 
TICTU South Conference 



2005 TICTU South Conference, Phoenix, AZ 
TMD Training Sessions - April 21 , 2005 


Compilation of Training Session Comments 
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The following is a compilation of topics that surfaced, categorized into four general areas; 

(1) “Policy” comments related to the implementation of the TMD as a means of tallying ELSUR 
costs for the FBI’s Finance Division, 

(2) “Faults" or functional inadequacies/suspected application errors, 

(3) “Suggestions” for future enhancements, and 

(4) “Questions" that, in some cases, could not be definitively addressed during the training 
session(s). 


On April 21 , 2005, as a supplement to the 2005 TICTU South Conference agenda, three concurrent 
Telecommunications Management Database (TMD) training classes were delivered by FBI instructors. 
The 63 participants of the two hour sessions ranged from experienced Technical Supervisors to 
Telecommunications Specialists. In most cases, this was their first exposure to the TMD application. 

There were 15 participants it\tho gpsdinn ipH h\/,Tir^Ti i| |?4 at tendees i n the 

class anch ored by TICTU SSaI land 24 attendees in the session led bv< I 

I I TICTU Engineer. Booz Allen personnel ! I 

monitored each of the three assemblies and documented attendee questions and comments as the 
training was delivered. 


POLICY 


Circuit/account bills: “There is no way that this system is faster than anything we do now.” Displeased 

with being tasked with this additional burden. 

“In some cases a case agent receives and pays bills. As a TTA, 1 do not have the authority to demand 
that a case agent use TMD so that we can track finances. If funds for circuits are coming out of case 

funds, nothing is going to happen if the case agent does not comply." 

"If this is supposed to be a cost tracking database [there is a lot of infoimation] that is not relevant." 
Please confirm: “You are suggesting that the goal is to take [ELSUR cost] tracking away from the 

individual field offices and become the responsibility of ERF.” 

“TMD offers features that will be great for small field offices but will not be needed by flagship offices 
that have other resources available. Tech Agents do not report to the Finance Division, but to the Field 
Division management. The demands [for ELSUR cost data] are being made by managers who are not 
familiar with operations. If we fail to defend our turf who knows what type of questions and inquiries may 
follow.” 

“I am concerned over the lack of TAG input when the [TMD] system was designed.” 

The system “has some good features that will consolidate information and standardize methods [for all 
field offices].” 

Note: The last three comments were presented duri ng an earlier ae^ ra! r^nferance s^ !^<sion in which 
an overview of the TMD application was presented \ICTLK 


b6 

b7C 


ALL INFORHATIOIf CONTAIHED 

HEREIN IS ITWCLASSiriED 
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1 . It is easy to “lose" a calendar that is displayed. It can be lost behind a screen. Then, when you log out 

of TMD, you have (one or more) calendar windows remaining on your desktop. 

2. Computation of order expiration date incorrect. If you specify it as a 30 day order it shows an end 

date that is 31 days later. 

3. Bills cannot be deleted, even when properly justified. Situation: User added bill, but linked it to the 
wrong case. He could re-enter the bill again, assigning it to the correct case, but could not delete the 
original erroneous one. Only apparent option was to change the amount to “$00.00." 


4. Adding/editing users. You must be able to edit users name (i.e. mamage/divorce). If you don’t it will 

produce inaccurate reports. 

5. Feedback form; You should already know name and location of person providing feedback based 
upon logon. You shouldn't have to enter this information again. 


6. On the order entry screen there should be a classification field. If the order is classified, then 

appropriate classification markings must appear on related screens and reports. Multiple comments 
received on this. 

7. Adding cases, there has to be a drop-down list for all divisions. Field offices can and do initiate orders 

for other divisions. {See “Questions" M2) 

8. Adding cases, there must be a fourth field: “sub-file #” 

I 9. Adding cases, sometimes case types change. There must be a way to edit. 


10. Adding court orders: Address of target must not be mandatory. Sometimes that information is not 

known or available. 

1 1 . Concern expressed over “expiring ” a court order when a renewal is received. For the purpose of 
report generation, the term should be changed from “expired” to “extended.” Similarly, add a field for 
renewals on the court order screen rather than “expiring” or “extending” an order. 


12. You cannot always move “back" to the page that was previously viewed. 


I 



1 . Include the following user categories with a unique set of defined permissions; (a) Tech Supervisor, 
(b) Contractor, and (c) Telecom Specialist. Multiple requests for this feature. 

Note: No suggestion(s) made as to what authorities these categories should have. There seemed to be 
some general confusing as to the distinction was between different user categories. 

2. Require users to input telephone numbers in a standardized format (i.e. “(202) 324-5555” or “202- 

324-5555") or convert inputted telephone numbers to a defined format. 

3. Enable users to email TMD reports to recipients via TRILOGY/FBINET. 


4. If you update a “warrant” in the DCS-3000 system, will it automatically update the order record in 
TMD? (Answered as “No” but perhaps worthy of consideration as a future enhancement. 
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TICTU North Conference 
Embassy Suites - Kansas City/Plaza 
220 West 43^'’ Street 
Kansas City, MO 64111 

Tuesday, May 24, 2005 - Thursday, May 26, 2005 

1. Conference Participants 
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2. Purpose/Background 


This conference was organized as a forum to educate field personnel from the northern part of the country who 
routinely use collection equipment supported by the TICTU. The topics addressed were new DCS-3000 features and 
updates on many issues related to switch-based electronic surveillance including presentations and discussions with 
representatives from many leading telecommunication companies. The conference also introduced the 
Telecommunications Management Database, a new tool developed in part to satisfy the TICTU’s mandate to 
identify, track and analyze cost related to electronic surveillance operations in both the criminal and national 


3. Advanced Preparations 


I i nvestigated and produced a cost analysis of potential venues for the TICTU North 

Conference. Among these cities were: Norfolk, VA; Baltimore, MD; Annapolis, MD; Salt Lake City, UT; 
St. Louis Mo; Norfolk, VA; Minneapolis, MN 

After reviewing itemized comparisons, Kansas City, MO was chosen and approved by the client based on 
cost_and_avai^ility. 

|_^^^_^^_Jresearched potential conference facilities in the Kansas City, MO downtown area that 
would_accommoda^ government rates and client requirements. 

|__^^_^^_bompiled a list of suitable hotels in the Kansas City downtown area that were within a close 
proximity to the airport and to an assortment of restaurants. This list included the following hotels: The 
Embassy Suites Kansas City Plaza, The Westin Crown Center, The Hyatt Regency Crown Center, and the 

Hilton Kansas City Airport. 

After a pr eliminary check on availability and willingness to accommodate the government rate, | | 
|__^Jnegotiated and scheduled site visits with each of these facilities. 

|^____^avcled to Kansas City, MO to conduct a site visit at the aforementioned hotels. The 
tmoassy Suites/Kansas City - Plaza provided the best accommodations and willingness to stay within the 
TICTU budget. 

Immediately following this selection, | In egotiated a contract with the Embassy Suites/Kansas 

City - Plaza. 

Over the course of one month T" i vorked closely with the 

client to ensure all FBI presentations were created and/or updated as required and developed support 
matenal^JgtFBI and carrier particip ants. 

worked with the client | ^ to coordinate attendance of the 

appropriate t echnically trained agents from each field office. 

drafted theTICTOSouth Conference Electronic Communication for approval b j I 

^_|_Oa^^prove<J_^____^forwarded a courtesy copy to the field office personnel. 
^^^^_jacilitated the development of invitations and conference information to all non-bureau 
Vgartic^ants and FBI field office personnel. 

I "Tdrafted the TMD Training Electronic Communication for approval by SSA|_^^ Once 

approved|^^_^^_|forwarded a courtesy copy to the field offi ce personnel. 

A request for support was made to the Kansas City Division. T ^ l agreed to assist the TICTU 

with receiving and delivering materials to the Embassy Suites. 

I [ worked closely with the FBI personnel in charge of GTA and with representatives of Omega 

Travel, facilitating all the necessary paperwork for carrier travel arrangements. FBI funding was provided 
for airline and hotel costs for a maximum of two persons per carrier organization. 

^~~~^^_mved in Kansas City on Monday, May 23, 2005 and coordinated with the Kansas City 
Division, the delivery of the conference materials to the Embassy Suites/Kansas City - Plaza that 
afternoon. 

Once the conference materials were received, TICTU members initiated facility setup and final preparation. 
Presentation team convened at 8:00 a.m. Tuesday, May 24, 2005 for final review and remstrationset^ug. 
Conference registration commenced as scheduled at 8:45 aun. and promptly at 9:00 a.m | ( 

greeted the attendees and gave a basic overview of the conference agenc^. 
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Compilation of Training Session Comments 


On May 26, 2005, as a supplement to the 2005 TICTU North Conference agenda, three concurrent 
Telecommunications Management Database (TMD) training classes were delivered by FBI instructors. 
The 65 participants of the two hour sessions ranged from experienced Technical Supervisors to 
Telecommunications Specialists and contractors. In most cases, this was their first exposure to the 
TMD application. 


There were 22 participants in the session led by TICTUj |23 attende es in the 

class anct ^red by TICTU SSA | land 20 attendees in the session delivered bvl ~~~\ 

I iriCTU Engineer. Booz Allen personnel I | 

monnof^d the three assemblies respectively and aocumeniea atienaee questions ana comments as tne 
training was delivered. 


The following is a compilation of topics that surfaced, categorized into four general areas; 


(1) “Policy” comments related to the implementation of the TMD as a means of tallying ELSUR 
costs for the FBI’s Finance Division, 

(2) “Faults” or functional inadequacies/suspected application errors, 

(3) “Suggestions” for future enhancements, and 

(4) "Questions” that, in some cases, could not be definitively addressed during the training 
session(s). 


POLICY 



3. Order Served Date should not be mandatory. FISA orders are not served locally and field office may 

not have that information. 

4. CALEA should not be a court order type. It is an implementation method, not an order type. 

5. Circuit type: "DSL" is missing^ 


TMD Training Notes - May 26. 2005 
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FAULTS (continued) 

6. “Monthly fee" field in “Add Circuit Account" form should not be mandatory. Some carriers do not bill 
until end of case and cumulative bill can be substantial. Consider an option to indicate that it is an 
“actual” or “estimated” amount. 

7. If a case is classified as “secret” there is a requirement to identify the authorized person who 
classified it as such, the classified date and the declassify date. 

8. Court order screen: If case is marked “(s)”, the lettering is supposed to be in red, not black. 

SUGGESTIONS 

1 . In the “Manage Search Preferences” section, add the ability to reorder the appearance of selected 
fields without having to delete and then add them. 

2. Incorporate the ability to associate a case with a specific program (i.e. organized crime, drugs, etc.). 
Creation of program choices should be an administrative function that generates a drop-down list. The 
management of the dynamic program (drop-down) list should be managed globally by TICTU. 

3. It might be appropriate to add “sub-groups” to existing groups to better identify the activity invoiyed. 



6. Add memo field to add/edit circuits and add/edit cases to accommodate other special pieces of 
information (i.e. special POC at carrier for this case, notation of circuit trouble reporting, etc.) 

7. When displaying case list, proyide an option to limit display to “open," “closed," or “all" cases. 

8. When displaying case list incorporate ability to sort list by fields (i.e. case name, number, date 
opened, etc.). 

9. Expand type of order to accommodate pole camera orders. 

10. In “orders." you must distinguish between a “start date" and an “order date.” They may not be the 
same. Consider using same dates as in OCS-3000: start date/stop date. 

1 1 . Rethink the mandatory nature of all dates, if you restrict too much you preclude the partial entry of 
records as time allows. 

12. Proyide user with quick access to information on carrier rates (ELSUR fees). Proyide a button on 
the circuit entry fonn that will display the current ELSUR fee schedule for the subject carrier. This 
information should be maintained globally by TICTU. 

13. For each circuit entry, provide a division specific identifier that can be sorted on. (Division could use 
this unique number to cross-reference to other system, tech files, etc.). 

14. Can you distribute a copy of the quick reference guides to those who took the class so that we can 
distribute it within our division? 

1 5. Link 712 form, required at end of court orders, to TMD. 

16. Since case numbers change often, queries should be associated with a field office abbreviation 
followed by numbers including sub-category. Example: 62A-IP-12345-sub1 could change to 222A-IP- 
12345-subl . Sub-classifications should be standardized. 

17. Cases are often combined. A flag should be applied to note when this case has been consolidated 
with another case(s). 

18. If eventually linking to CALEA worksheets include a section in court order screen for name of 
Judge/Magistrate and court identity. 

19. All reports should include language form FD871: “For internal use only, not for inclusion in any 
substantive case file." 

20. Funding source should be another drop-down box, based on type (i.e. telephone service, leased 
line, digital service and Internet). This comes from “Confidential Fundina Guide.” For further info on 
this issue, contact TTAl I Indianapolis Field Division. 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 07/18/2001 


To: Laboratory 


From: Laboratory 

Cyber Terhnnlnav i nn/TTCTIT/pT-EpL- 

Contact: I 


Approved By. 


Drafted By: Q 




|^eh:^yT2r 
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Case ID If: 269-HQ-1194270-^ 7 , / 

2S8 -HQ- 1068430— 

Title; DCS-3000 

WIRELESS INTERCEPT AND TRACKING TEAM (WITT) 

Synopsis; To report travel to Minneapolis, Minnesota during 
07/08-11/2002 . 


reouest of the Minne apolis Division, Electronics b2 


Technician (ST) ! 

Minnesota to assist Special Agent (SA)| ~ 

inai-allina DCS3 000 networking equipment a'L[ 


] is , 


with 




]and ET^ 


facilitate the lawt'uiXv authorized interception of 
J comm unicat ions 


] installed ermioment to 


the installation, SAt 
and evaluation of the 
capabilities . 

In 


completion ot 

lan^ fi ET | | conducted testing 

and dcs 566() ' s PTT intercept 




] iocat 


]and ET Q 


visited! j located in Sagan, Minnesota. The 

purpose or t.nis visit v;as twofold. The first purpose was 
recover legacy equipment used to perform ore-C ^SA-based 
intercepts . The second purpose was to discussl I 

[ handset locating capabilities - * ' 

EZZZ 
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b7C 

b7E 


"1 switch 


Conversation witJ 

technician revealed that the 

does support telephone location techniques that have been 
unreported and/or not utilized. . • ; . 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE ' Date; 12/14/2001 

To: Liaboratary 

From; Laboratory 


;Technical Operations Section/TirTTl/OT-RR? ^ 

Contact: | ] | 



Case ID #: aO-KQ-376~^-^ 

259-KQ-1194267-=^(Pending) 


Title; ON SITE FIELD SUPPORT 
DIGITAL DELIGHT 


Synopsis: To report travel to Pittsburgh, Pennsylvania during 

12/12-13/2001. 



ALL II^FOPilATIOJr COIJTAIMD 

HEPEB: is imCLASSIFIED 

DATE 06-14-2007 BY 65179DHH/K 


(0I.'26/1998) 


FEDERAL BUREAU OF INVESTIGATION 


Date: 09/04/2001 


To; Laboratory 

From; Laboratory 

Technical 
Contact: f 


TICTU/ OT-ERF 

I 703^ 



Approved By: 


Drafted By: | |:ehb^ 

Case ID #: ■ 80-HQ-87S-$L . 

^ 259-HQ-llS42674'(Pending) 

Title: ON SITE FIELD SUPPORT 

DIGITAL DELIGHT 

Synopsis: To report travel to Pittsburgh, Pennsylvania during 

08/23-30/2001- 

•Decaiis: At t he request of the Pitts burgh Division, Electronics 

Technician (BT) | [ traveled to Pittsburgh, 

Pennsylvania to assist special Agent (SA) | j with 

installing DCS3000 equipment. 

ET I i while at the Pittsburgh Field Office, 

upgraded th e DCS3000 software on Pitt sburgh's workstation and 
installed a | f 1 ■■ nol-tjor-lf 

connections ^^ I Tn 

addition, EtF land sa| linstaiiedl I 



r UPLOADbD 


ALL lUFORHATIOIiT COtlTAIIIED 

HEREIir IS OTCLASSIFIED 

DATE 06-14-2007 BY 65179D1'IH./KSR/MJ 


b2 



FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINS 


Date! 05/02/2001 


To; Laboratory 


From: Laboratory 

TechnicaL 
Contact; I 


Approved By: 



Drafted By; 

^ 

Case ID #; 2 S 9 -HQ- 1194267- (Pending) 

*80 -HQ' 876-' 'TB 

I 1 

Title : 

ON SITE FIELD SUPPORT 

Synopsis: To report travel to jdhnson City, Tennessee during 

•04/24-25/2001. 

nf the Knoxville Division, Electronics 
| traveled to Johnson City, 
Tennessee to install DCS3000 collection equipment. 

Wide area networking equipmen t and a nrSlQQQ l ii tlS 

Client workstation to perform a second | | 

r^n intercept for an ongoing Organized 

Force case was installed at the Johnson City Resident 
Agency . 


UPLOADED 


b2 





tW.QS/1998) 


FEDERAL BUREAU OF INVESTIGATION 



Precedence: ROUTINS Date: 03/29/20G1 



From: Laboratory 


Technical operations Sect ton /TirTTT/QT-FRP 
Contact; j J 7Q3- | | 



Case ID #; ^269-HQ-1194267-' (Pending) 

'so-HQ-aTs" I'd 


b6 

b7C 


Title: DIGITAL DELIGHT 

ON SITE FIELD SUPPORT 


Synopsis: To report travel to Johnson City, Tennessee on 

03/27-28/2001. 

Details: At the request of the Knoxville Division, Electronics 

Technician] | traveled to Johnson City, 

Tennessee to install ucbiuuu collection equipment. 

a Networking equipment and a DCS300Q Title III 
to perform j j 

tailed at the uohnson Licy ,K,e3iaenc Agency. 



b2 

b6 

b7C 

b7E 



Bib 



(01^6/1998) 





(QI/26/I99S) 


FEDERAL BUREAU OF INVESTIGATION 


b6 

b7C 


Precedence: ROUTINE ■ Date: O3/0S/2001 

To; Laboratory Attn; 


1 QT-HRF 
bT-ERF 
JQT-ERF 


From: Laboratory 

Technica l Operations ■■ nn/TTPTn/nT. 

Contact; | | 703l 


Approved By; [" 


Drafted By; [ 



Case ID #: 80 -KQ- 876“ 

'269-HQ-il94267 


111 


] 


b6 

b7C 


Title; ON SITS FIELD SUPPORT 
DIGITAL DELIGHT 

Synopsis: To report travel to Newark, New Jersey during 

03/C1-02/2001. 

Details: At the request of t he Newark Division, Supervisory 

arronrl 1 Elect ronjcs Terhnir-iaTi 

I I traveled to Newa rj/ 

I /DCS300Q collection -qiilpnirn^ 


b2 

b6 

b7C 

b7E 

7 


Newark Field oil 
perform] 

Residenr-SgSTCTT 


I equipment ’.vas installed at the 
nrq^nnn m-it-ia xil Client workstation to 
I was installed at the Somerset 


ALL IffFOPIIATIOW COHTAIMED 

HEFSEIF IS OTCLASSIFIED 

DATE 06-14-2007 BY 65179DItH/KSR/I'IAJ 


UPLOADED 

MAR 1 4 2001^ 

S.D.J. 




b2 





(01/26/\9W 




FEDERAL BUREAU OF INVESTIGATION 


>\f\ 


Precedence : ROUTINE 


Date: 03/08/2001 


To: Laboracory 


1 QT-ERF. 
QT-ERF 
QT-ERF 


From: Laboratory 

Technical Operations Section/TIC TU/^T’-ppp 
Contact: | 

Approved By : | 




<^H/ 


TmT/AT-PPg 

I 


Drafted By; 

Case ID #: 80-HQ-376-^^ 

•269-HQ-1194267^|fj[) 


b6 

b7C 


Title: ON SITE FIELD SUPPORT 

DIGITAL DELIGHT 


Synopsis: To report travel to Baltimore, Maryland during 


Details; At th e request of the Balti more Division, Electronics 
Technician (ET) | I traveled to Baltimore, 

Maryland to install DCS3000 collection equipment . 

A DCS30Q0 Title II I Client workstation, to perform 
I I and wide area networking equipment 

were installed at the Baltimore Field Office. 

In addition, Et| lassisted Baltimore Field Office 

with moving their Central Monitoring Plant to an offsite 
location. 


b2 

b6 

b7C 

b7E 


UPLOADED 

MAR 1 4 2001 

S.D.J. 


ALL IMFORMATIOH COHTAIHED 

HEREIM IS IJIJCLASSIFIED 

DATE 06-14-2007 BY 6S179DHH/K3R/HAJ 


b2 






FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

Toj Laboratory 


Date: 01/10/2001 


Attn: 


QT-ERF 

QT-ERF 


From: Laboratory 

Tor^hn-ir<a1 Spot ion /TIOTTI/OT-ERF 

Contact; I I 703 1 | 

i/ 


Approved By: 


IT 


Drafted By; | 

269-KQ-11942S7-Rpending) 




Case ID #; 


.80-HQ-87&' ’ll 


b6 

b7C 


Title; DIGITAL DELIGHT 

ON SITE FIELD SUPPORT 

Synopsis; To report travel to Baltimore, Maryland on 01/09/2001. 

-Ovitails; At th | request ot the Ball-i mor? L’::.vision. Blect..ior:iics! 
Technician (ET) | | traveled to Calverton. 

Maryland to renlace a rauicy uusjvjuu Title III client 
wnrks^p.t-ion. A DCS300Q Title III Client wrkstation to perform ^ 
I I was installed and testea 

at the Calverton Resident Agency approximately five weeks ago. 

The workstation has performed without incident until now. 

Special AgentI |reported hearing a loud 

■hum’ on the Title III audio and requested a replacement 
workstation. ET| [replaced the faulty DCS3000 workstation 

with a known 'good' Uflic'and returned the faulty unit to the 
Telecommunications Intercept aind Collection Technology Unit's lab 
for additional testing and evaluation. 


ALL IMFOPIIATIOM COIJTAIHED 

HEKEIW IS miCLASSIFIED 

DATE 06-14-2007 BY 65179DHH/KSR/MAJ 


b2 

b6 

b7C 

b7E 


UPLOADED 

JAN 2 5 i^OOl 

J 

S.DJ. 


b2 







FEDERAL BUREAU OF INVESTIGATION 



Title: DIGITAL DELIGHT 

OH SITS FIELD SUPPORT 


Iy;icpni.c: 'Ta report travel to Nev.'tik, Hew OTcrsey during 

12/27-28/2000. 


Details; .2ic the request of the Nev/ark Division, Electr onics 
Technicians (ET ) f 7 traveled 

to Newark, New Jersey to install a second DCS3000 Title III 
client workstation and t’.vo DCS3000 pan register client 
workstations . One DCS3000 pen register client workstation will 
be utilized for Title 50 intercepts while the other workstation 
will be utilized for criminal intercepts. 


3Q0Q Title III Clie nt workstation to perform 

/ was installed and tested at 
tica. In addition, client connectivity to the 
\ server in Quantico was installed and 


b6 

b7C 


b2 

b7E 





(01/26/1998) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Laboratory 


Date: 01/03/2001 


QT-ERF 
bT-ERF 
CT-ERP 
PT-ERF 
QT - ERF, 


Laboratory 

Technica l Operations Section/TIC TU/ OT-ERF 

1 | 703 ^ 


From; 

Contact: 
Approved By: 


rE/^F7 


Drafted By: . 




pending) 


Case ID #: 269-HQ-1194267' 

80 -HQ- 376-^^ 

Title: DIGITAL DELIGHT 

ON SITE FIELD SUPPORT 

Synapsis: To report travel to Newark, New Jersey during 

12/19-20/2000. 


b6 

b7C 


Details; At the request 

of the Newark Division, Electronics 

Technicians (ST) | 

landf 

^^^^Itravel ed 

to Newark, New Jersey to 

install a BCS3000 

Title III client 


workstation and replace aV 


A DCS3Q00 Title III Clie nt workstation to perform 
I I was installed and tested at the 

Newark Field otiice (FO) . I Iwa s 

configure d and installed to support ^ 

I I based in Somerset, New Jersey 


In adgition, L'TI 

I in the New York ?0 I 

connectivity between the Newark DCS300 
clients and the DCS3000 server located in the New York FO. 


b2 

bo 

b7C 

b7E 




UPLOADED 

JAN 0 3 

S.DJ. 


ALL IirrORHATIOW COHTAIIOEI) 

HEREIM 13 LHICLAS3IFIED 

DATE 06-14-2007 BY 65179DflH,/K3R/HAJ 




(01/2&'1998) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To : Laboratory 


Date; 12/11/2000 


|, QT-ERF 
QT-ERF 
T QT-ERF 

Tqt-erf 

r QT-ERF 


From: Laboratory 

T^r-hn^r'^1 Or>o-r;=. t -i t on /TTfTTT/ pT- ERF 

Contact: | | 703 | 


Approved By: 


Drafted By;, 
Case ID #; 


3T 


■J ft 




|45 

269-HQ-11942S7'^ (Pending) 
80 -HQ- 8 7 6^ ‘J,: 


] 


b6 

b7C 


Title: DIGITAL DELIGHT 

ON SITE FIELD SUPPORT 

Synopsis: To report travel to Baltimore, Maryland during 

12/04-05/2000 . 


Details: ■ At the request of the Baltimore Division, Electronics 
Enqineerl land Electronics Technicians 

I i traveled to Baltimore, 

Maryland to install two DCS 3000 Title III client workstations and 
I equipment . 


pertorm 

Residen 


I 


| to 

[interce pts were installed at the Calverton 
^ency. in addition. I ~~\ 
Jwas installed at the Baltimore Field Office. 


b2 

b6 

bVC 

b7E 


b2 


UPLOADED 

DEC 1 4' 7000 I ~l 

S.P.J. 


ALL iirropmTioff coutaihed 

HEPEIir IS OTCLA33IFIED 

DATE 06-14-2007 BY 65179DHH/K3R/HAJ 


(Oi/26-'I99S) 


FEDERAL BUREAU OF INVESTIGATION 



Approved By: 

Drafted By: 
Case ID #: 



Title; DIGITAL DELIGHT 

ON SITE FIELD SUPPORT 


Sj/nopsis: To report travel to Minneapolis, M^iinesota durino 

■ 11/20-24/2000. j^2 

Details; At the request of, the Minneapolis Division, Electronics 
Technician! | traveled to .Minneapolis, b7C 

Minnesota to install a m-bjuuu Client workstation and relocate a b7E 
DCS30 00 Server used ’fori I 


Server was relocated from[ 
Minneapolis Field Office. 


DCS3000 Client workstation was installed and th« 



i 


federal bureau of investigation 

Precedence: ROUTINE 



Title: DIGITAL DELIGHT 

CN SITS FIELD SUPPORT 


Bewails, Electronics 

ss‘::s;-s.;-::ss !?.«»?»■ “S'- 


UPLOADED 

DEC 1 4'ZOOO 

S.D.J. 


ALL IlfFORHATIOH COHTAIHED 

HEBEISr IS UHCLASSIFIED 

DATE 06-14-2007 BY cSlTSDIffi/KSR/KAJ 




ALL IffFOFaiATIOEr CONTAIHED 

HEREIM IS U1CLA33IFIED 

DATE 06-14-2007 BY 65179DHH/K3R/MJ 










FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


To: Laboratory 


Prom; Laboratory 

Technical 


Approved By: 


Drafted By:, 



ICTU/ OT-ERF 

1 703l 



Case ID #: 30-HQ-876 - 

2 6 9 - HQ- 11942 6 7-/^ending ) 

Title: ON SITE FIELD SUPPORT 


Synopsis: To report travel to Knoxville, Tennessee during 

08/28-09/01/2000. 

Details: At che^eauest_£f__the_^nojwille Division, Electronics 

Technician (ST) | I traveled to Knoxville, 

Tennessee to install a DCS3000 client works tation and networking 
equipment to perform a| “~| on a -target using 

[telephone. Knoxville's DCS30QQ Title 


[to the FBI field office 


in Atlanta, Georgia. 


ET| provided training on the operation of the 

DCS3000 software to Task Force members which included personnel 
from the P-uio.x ville Division and Knoxville Police Department. 
Special Agent I [received additional training relating 

to DCS3000 network trouble-shooting and system maintainance . 







FEDERAL BUREAU OF INVESTIGJITION 


Precedence: ROUTINE 

To: Laboratory 


Date: 0^05/2000 


From; Laboratory 

Technica l Operations Section 

Contact: | 


./TICTU/QX 


Approved By: 




'Vv' 


Drafted By: P 




QT-ERF 

QT-ERF 

QT-ERF 


b6 

b7C 




Case ID #: 80-HQ-S76 

’269-HQ-1194267 (Pending) 

Title; ON SITE FIELD SUPPORT 
DIGITAL DELIGHT 

Synopsis: To report travel to Knoxville, Tennessee during 

OZ ^ 27-23 '^2000 


Details; AC t he request of the Knoxv ille Division, Electronics 
Technician (BTl I ^ traveled to Knoxville, 

Tennessee to install a DCS3000 Title Ill/pen register workstation 
and network; nn .:^i-nH.nmenc to oeT-fr-,rm an inter cept on t argets using 
I [ telephones. BT | I deployed 

networking equipment and a DCS3000 client workstation at the 
Knoxville Field Office and verified network connectivity to the 
I iserver located at the FBI field office in 

Atlanta, Georgia. 


b2 

b6 

b7C 

b7E 




ALL IMFORMATIOH COHTAIHEI) 

HEFEIIf 13 LTfICLASSIFIED 

DATE 06-14-2007 EY 65179DHH/KSR/HAa 




UPLOADED BY rmkL-nl'm& ) 




(Oi/26/1998) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence.* ROUTINE 
To : Laboratory 


^TU/^ 


Approved By: 




By; ^ 


Case ID #; 80 -HQ- 375 

'269-KQ-1194267 

Title: ON SITE FIELD SUPPORT 

DIGITAL DELIGHT 


(Pending) 


]ehr€3^ 


07/05/2000 

QT-SRF 

QT-ERF 

QT-ERF 


From: Laboratory 

Technical Qnerations Sect ion/TIO TU/ QT-ERF 

Contact: | r 


b6 

b7C. 


Synopsis: To report travel to New York, New York during 

05/17 -13/200C. 

Details: At the request of the New York Division, Electronics 

Technician (ET) I I traveled to Bronx, New York 

to install a DCS8QQQ Title Til workstatinn and networking ^ ' 

telephones. 5 t| (deployed networking equipment and a 

DCS3000 client workstation at an off-site locate d in the Bron x, 
borough and verified network connectivity to the| | 

DCS3000 server located in Wayne, New Jersey. 

b6 ... Y ' // ’■/''■Lts / - /U- ' 7 

b7C 

b7E 


ALL IlfFORIIATIOJI COHTAIHED ' 

HEEEIH IS OTCLA33IFIED 

DATE 06-14-2007 BY 6S179DIffl:/K3R/HAJ 




mih ir ifijiS ) 


b2 




(01/36/1998) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To: Laboratory 


Date: 04/03/2000 


Attn: 


QT-ER? 

QT-ERF 

QT-ERF 


From: 


Laboratory 

Technica 

Contact: 



CTU/ QT-ERF 



Case ID #; , 269-HQ-1194267 (Pending) 


Title; DIGITAL DELIGHT 

Synopsis: To report travel to Charlotte, North Carolina on 

03/21-22/2000 . 


b6 

b7C 


b2 

b6 

b7C 

b7E 


Details; At the^e 2 nese_^^_cne_^Charlotte Division, Slectroni.cs 
Technician (ET) I Itraveled to Charlotte, North 

Carolina, to in israil l!W ULLiUUU ' il cJ e III workstations to 
perform intercepts on targets using | | 

. telephones . 

ETI I also installed a| | to 

support a DcMooo wide area network between the Atlanta Field 
Office and the Charlotte Field Office. 


ALL INFORHATIOH CONTAIIIEI) 

HEREIH IS IIHCLA3SIFIED 

DATE 06-14-200? BY 65179MIH/K3R/MJ 




'Jf^LOADED 

AKK 0 6 iiflOO 

qW 

S.DJ. 


b2 


L 





(01/26/1998) 




Title: DIGITAL DELIGHT 


Synopsis: To report travel to Norfolk, Virginia on 

02/14-15/2000 to provide technical assistance. 

.Details; At the request cf the Nox-folk Division, Electronics 
Technician (ET)| | traveled to Norfolk 

Virginia, to proViaT d54iStance with the in stallation 

of a DCS 3000 Client Title III collection system. ST| | 

networked the DCS 3000 Client Title III collection system witn 

I I - Greensboro, North Carolina. Uoon th^ 

completion or numerous test-calls using a| | the 

system was deemed 'operational'. ’ ’ 







(01/16/1998) 


FEDERAl. BUREAU OF INVESTIGATION 


Precedence ; ROUTINE 
To : Labor a t ory 


Date: 02/28/2000 


Attn: 


QT-ERF 

QT-ERF 

QT'ERF 


From: Laboratory 

Electron ic Surveillance Technolo gy Section/TICT U/QT-ERF 
Contact: [ ~| 703 ^ | 


Approved By: 


■J Tciat j 

J w 


Case ID #; “269-HQ-1194267 (Pending) 


b6 

b7C 


Title: DIGITAL DELIGHT j32 

Synopsis: To report travel to Blmsford, New York on 

02/16-17/2000 to nrovide technical assistance. blC 

b7E 

LeLailb; At th e ir^ouest o£ che New Y ork Division, Eiectrcnics 
Technician (ET)| |traveled to Elmsford, 

New York, to provide tecnnicai ^SilStance with the in stallation 

, of w-iH^ Area Networking equipment at the new Elmsford I 1 

I I ser'/es the Manhatten 

borough ot New xorK <_ity. 




UPLOADED 

MAR 0 1 'mu 

S.D.J. ^ 


ALL IMFORmTIOff COWTABIED 

HEBEIM IS UHCLASSiriED 

DATE 06-14-2007 BY 66179DHH/KSR/HAJ 


b2 



(01/26/1998) 


FEDERAL. BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Laboratory 


02/23/2000 

QT-ERF 

QT-ERF 

QT-ERF 


From: Laboratory 

Elect roni c Surveillance Technolo gy 
Contact: | 


?03^ 


ection/TTCTU/nT-ERF 


Approved By: 


”1 m-3 ^Mre/ricy 
Vre/fteJ 


;nding) 


Drafted By: 

Case ID #: -80 -KQ-876 — 

2SS-HQ-1134267- Ifpfei 

Title: ON SITE FIELD SUPPORT 

DIGITAL DELIGHT 

.SyT!,opsis: To report travel to Pittsburgh, Pen,nc;yXvania on 

0 2 / 2 2 - 2 4 / >4 0 0 G . 


b 6 

b 7 C 


b 2 

b 6 

b 7 C 

b 7 E 


Details; At the request of the Cleveland Di vision. Columbu; 
Resident Agency, Electronics Technician (ET) I 

rr=ivp.lf^.a Pi i-fctmT-oh ■ Pennsylvania, to instail l 

equipment in the FBI's DCS3000 Server at|_ 
sburgh, Pennsylvania, 


ET r” 


I I I 

_|equi 

|Pitts 


Talso provided technical assistance 
-'and nr.qtnon rl-ienr. .^iofr.ware to th4 


uni6 to support hhe^ 
Register Client andf 


Hof CoTu 


lumnus, 
6t a r'imbti, UL’S3000 Pen 
J- Pittsburgh. 


UPLOADED 

WlAR 0 1 ZOOQ 

S.DJ. 


ALL IffFORHATIOM COHTAIHED 

HEREIJT IS OTCLA3SIFIED 

DATE 06-14-2007 ET 6-5179DLIH/E3R/ItA'J 


b2 




(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 01/27/2000 


To: Laboratory 


Attn; 


QT-ERF 

QT-ERF 

QT-ERF 


From; Laboratory 

Rlectrnnir Furve.i 11 anc<:» Tpohnolpav Section/TIC TU/QT-ERF 
Contact; I I 7Q3 | | 


Approved By: 


Drafted By; T 


I » 


b6 

b7C 


Case ID #; Qfi-HQ-Q76 (kfC 


Title; ON SITE FIELD SUPPORT 


Synopsis; To report travel to Philadelphia, Pennsylvania on 
01/13-14/2000 to provide technical assistance. 

.^Details: At the request of the_?hiladei£hi^J>i^sion, ’ 

Electronics Technician (ET) | |traveled to 

Philadelphia, Pennsylvania, to proviae tec.nnicai assistance with 
the instalia£i^n_of a DCS 3000 Client Title III collection b2 

system. ETI Ine tworked the DCS 3000 Client Title III 

collection SyS'tSiffl wlthl I. 

Upon the completion of num^bibi hest-caiis using a| | b7C 

phone, the system was deemed 'operational'. b7E 


uploaded i 

FEBQ8»j j 

J 




ALL IMFOPMATIOSr COMTAIHED 

HEPEIH 13 OTCLASSIFIED 

DATE 06-14-2007 BY 66179DHH/K3R/KAJ 


] 


b2 





(01/26/1998) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Laboratory 



Date: 09/23/1999 


iT-ERF 
QT-ERF 
QT--ERF 
, QT-ERF 
QT-ERF 



TICTU/OT-ERF 


Case ID #; 269-HQ-1194267 (Pending) 

Title: DIGITAL DELIGHT 

TRAVEL TO CHARLOTTE, NORTH CAROLINA 


.Synopsis: To report tra vel to Charlotte, North Caro ] ina on 

09/20-21/1999 to install | | and DCS3000 

Title III equipment. ' ' 

Details: Electronics Technician (ET)| | 

travele d to Charlotte, North Carolina on 09/2 0-21/19^9 to install 
DCS3000 | I system for the 

Charlotte Field Office. The| Iwill facilitate a 

I betwee n tne Charlotte DCS3000 Client and the 
IDCS3000 Server that resides at the 

Afianga Field Office. ' 


In addition, ETI 
the onerah-inri and mainrpna 

Special AgentI 


jprovided technical training on 

pr the DCS3000 Client system to 
bf the Charlotte Field Office. 




UPLOADED 

SEP 3 0 1999 


ALL IFFORHATIOH COHTAIWED 

HEFEISr IS OTCLAS3IFIED 

DATE 06-14-2007 BY 65179raK/E3R/HAJ 







(01/25/1998) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To: Laboratory 


From: Laboratory 


Date; 09/14/1999 


QT-ERF 

|qt-erf 

QT-ERF 

IQT-ERF 


Electronic Surveillance Technology Section/TICT U/QT-ERF 
Contact: I l 703 j | 


Approved By: 


Drafted By 


1 


b6 

b7C 




Case ID #: 269-HQ- 1194267 (Pending) 


Title: DIGITAL DELIGHT 

TRAVEL TO PITTSBURGH PENNSYLVANIA TO INSTALL 
I | AND DCS3000 EQUIPMENT 

"Synopsis: To repor-t tra^'cl fc Pittabiirgn, Pennsylvania on 

7)8/31-09/03/1999 to install. DCS3000 collection and networking 
equipment . 


Details: Electronics Technician (ET)[ 


traveled to Pittsburgh, Pennsylvania on 08/31-09/03/1999 
to install a DCS3Q0Q Client system at the Pittsburgh Field Office 

b2 

and install. a| 

|in 

b6 

Pittsourgn, Pennsylvania . 

ET| 1 provided technical 

assistance and expertise 

b7C 

b7E 

to thel 

^ 


DCS3000 Waiter system at i 

1 and in Zanesville, 



ALL IffFOPmTIOII COHTAIHED 

HEREIN IS OTCLAS3IFIED 

DATE 06-14-2007 BY 65179DHH/'K3R./HAa 



BUREAU OF 


INVESTIGATION 


Precedence : ROUTINE 

To: Laboratory 


Date: 08/20/1999 


Attn: 


QT-ERF 

|qt-erf b6 

■ Qt-erf b7C 

Qt-erf 


From: Laboratory 

clltlltTf" ^^^b go^^yction/TjCTU/QT-HRF 


Approved By: 


1 




■? 

JL^ 


]ehb<^ 


Drafted By; 

Case ID #: 259-HQ-1194267 (Pending) 

Title: DIGITAL DELIGHT 

TO IHSTALL 

Synopsis: To report travel, to PixtsL,,, a'-, r. 

I install a DCS3000 collection smlm for f" | 

Details; Electronics Technician! — i 

Pittsburgh, Pennsylva nia on /traveled to 

^ collection syst em an dr^"*^ ^ T«r^999 tn = n DCS3 000 

/erv^r workstati on^ installed s. 

conneoL.ous trom -itipirWraTaS^stf^To^al 


b2 

bo 

b7C 

b7E 




UPLOADED 

Auh 2 5 1999 

S.D.J. 


ALL lUFORHATIOLI COHTAIHED 

HEREIir IS UMCLAS3IFIED 

DATE 06-14-2007 BY 65179DHH/KSR/KAJ 







From: Laboratory- 



Case ID #: 269-HQ-1194267 (Pending) 


Title: DIGITAL DELIGHT 

TRAVEL TO MINNEAPOLIS, MINNESOTA TO INSTALL 
DCS3000 EQUIPMENT 


Synopsis: To report travel to Minneapolis, Minnesota on 

06/28-07/02/1999. 

Details; Electronics Technician 
traveled to Minneapolis, Minneso 
a DCS3000 collection system andj 
The DCS3000 workstation is insta 
Office (PO) and will connect tof 

ET I | upgraded the Aerial DCS3000 client system 

located at the" MihhSapolis FO and upgraded the Aerial DCS3000 
server system located at Aerial in Eagan, Minnesota. 





UPLOADED 

JUL 2 2 jsgg 

S.DJ. 


ALL lUFORJIATIOIf COWTAIimi 

HEREIM is IWCLA3.SIFIED 

DATE 06-14-2007 BY 6-5i7®HH/K3R/HAJ 








FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE 
To: Laboratory 


Date; 05/07/1999 


QT-ERF 

QT-ERF 

QT-ERF 

f2T-ERF 

QT-ERF 


From; Laboratory 

Electroni c Surveillance Technol ogy Section/TIC TU/QT-ERF 
Contact; | J 7Q3 | ] 


Approved By: 




Drafted By; 


: 


Case ID #: 269:HQ-1194267 (Pending) 


Title: DIGITAL DELIGHT 

TRIP REPORT -NEW YORK CITY 


, Synopsis: To report, tra vel to Nev/ Ycrh City, New York ou 

05/05-06/1999 to install! j 




T 


Details; Elect ronics Techni c i ans | [ and 

I [ traveled to New York Citv. New York on 

to insta]ll I 


I Iswitcn IS a new switcn wnicn 
provides service to all ot Long Island and the lower, east-side 
of Manhattan. This switch is now connected to the New York Field 
Office via a dedicated, leased line. 



ALL IHFOPHATIOIir COHTABrED 

HEEEIH IS UNCLASSIFIED 

DATE 06-14-2007 BY 65179DIffl/KSR/Ei 


b6 

b7C 


b2 

b6 

b7C 

b7E 


uploaded BY 



(Oli'26/1998) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/18/1999 



b6 


b7C 


Case ID #: 269-HQ-1194267 (Pending) 


TRIP REPORT -NASHVILLE 


;^Synopsis:. To report travel to Nashvn.lJe, Tennessee ovi 
■ 03/15-17/1999 to install a DCS3000 collection system/- 

Details; Electronics Technician (ET)| 


I traveled to Nashville, TN on 03/15-17/1999 
' collection system for the Nashville Resident 


Agency (R A) to su pport a 


to su 


telecommunication services . 


Hintercept on a target 


In addition, ETs | 
training and instruction on th< 
DCS3000 system to Special Agent 


l and ! I provided in-depth 

,e operation and mai ntenance of the 
itl lof the Nashville 


ALL lUrOPIIATIOir COHTAIHED 

HEEZIir IS mjCLASSIFIED 

DATE 06-14-2007 BY 65179DHH/KSR/HAJ 



T;!JT75?7T558) 


FEDERAL BUREAU OF INVESTIGATION 


Date; 03/18/1999 


Precedence: ROUTINE 


To; Laboratory 


From; Laboratory 

Electron ic Surveillance Techn olo gy Section/ TICTU/QT-ERF 
Contact; | | 703 j | 

Approved By: I 



Drafted By; ^ | 

Case ID #; 269-HQ-1194267 


el to tb“ Pale.igh Resident Agency (RA) 
a DCS 3000 col'lection isystem notu-crk fc 


Details; On 03/08 /19 99 Electronics Technic ians (ETs) 

I I and! jmet with Technically 

Trainee Aaentl l ot th^ (.'harlotte Field Office. 

ETs I l and! [TnstaTTea a| |and a DCS 

3000 workstatiori At ’offsite location in tn^ Raleigh area. 

This wor kstation was configured as the server and client for an 
upcoming | | 

I idata tr om the New iorK, Atlanta, and 

I I This will allow contemporaneous 

collection' SC RSieigh iff site of the pen register data 

regarding this target. 

ETs I land l ~| also reconfigured a workstation in 

the Raleigh 'UA ho act as a client so the information for the 
target at the Offsite can be uploaded to the Te lephone 
Applicat ions database. Prior to departure, ETs| jand 
I Itested the DCS 3000 network and found it cd bd fully 

' upeT - g rr iB nai . 




UPLOADED BY 





(01/26/1998) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE 


Date: 02/10/1999 


To; Laboratory 


From; Laboratory 


QT-ERF 

IQT-ERF 

QT-ERF 

Iqt-erf 



Case ID #: 2S9 -HQ-1194267 (Pending) 


Title: DIGITAL DELIGHT 

TRAVEL TO COLUMBIA, SOUTH CAROLINA TO INSTALL DCS3000 
COLLECTION SYSTEM F0R | "" | 

^^Svnopsis:. To report tr3\’-el to Colurrbia, South Carolina on ' 
02/03-04/1999 to install a DCS3000 collection system. 

Details: Electronics Technician (ET)| I 

traveled to Columbia, South Carolina on u:,^/ di-(J4/ lyyy to install 
a DCS3000 collecti on system a t the Columbia Field Office (FO) . 
Coinciding with ETi It rave 1 . Electronics Engineer (EE) 

I graveled to Atlanta to install DCS3000 

neuworKing_equipment in the At lanta FO. The equipment installed 

by ET | ^ nd EEl the Columbia FO to 

collect intercept inrormation from| | via the 

Atlanta FO DCS3 000. server . i---— 


In addition, ET l | provided in-depth training and 

instruction on the operation ancTmaintenance of the DCS3000 


system to Special Agent|jjj 




the Columbia FO. 


DATE 06-14-2007 BY 66179WOi/K3R/i] 


uploaded BY. 


Y 66179DrOi/K3R/iIIAJ / 


b6 

b7C 


b2 

b6 

b7C 

b7E 



(01/26/1998) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE 


Date: 12/23/1998 


To: Laboratory Attn: QT-ERF 

QT-ERF 

QT-ERF 

QT-ERF 

From; Laboratory 

Electron ic Surveill ance Technol ogy Section/TICTU/QT-ERP 
Contact: | | 703 | ^ 

Approved By: I 


Drafted By; 


Case ID #; 269-HQ-1194267 (Pending) 


TRAVEL TO BALTIMORE, MapVT.aMn to TMc;TaT.T nrcTnnn 
COLLECTION SYSTEM FOr | | 

^SlTiopsis; To report travel tc Baltirr;Ora, Maryland on 12/22/i?9& 
to install DCS3000 collection system. 

Details: Electronics Technician (ET) j | 

traveled to Baltimore, Maryland on 12/22/1998 to install DCS3000 

system at 

I f addition, ET 

I l installec^ a DCS3000 workstation in the Baltimore Field 

uttice and provided in-depth training and instruction on the 
operation and main tenance of the DCS3000 system to Special Agent 


DATE 06-14-2007 BY 6S179DIE/K3R/HAJ 



(0I/26/199S) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE 
To; Laboratory 


Date; 12/18/1998 


QT-ERF 

QT-ERF 

OT-ERF 

Tqt-erf 

[Tjt-erf 


QT-ERF ■■ 


From: Laboratory 

Electroni c Surveillance Techn olog y Section/T ICTU/ QT-ERF 
Contact; | | (703 ]‘ 1 


Approved By; 


;t" 


Drafted By; T 




Case ID #: 269-HQ1194267 


DIGITAL D-ELIGHT 
TRIP REPORT 




Synopsis: To report on travel to the Calverton Resident Agency 

(RA) on 12/16/1998 to install a DCS 3000 collection system. 

Details; ' On l2/i6/p98 Electronics Technician (ET) 

I I and| I met with Technically 

I'raineci Agen t IttaiI | ot the Baltimore Field 

Office. TTaI I requested tnat a DCS 3000 collection 

System be installed at the Calver ton RA. The DC S 3000 w as 
i nstalled a nd demonstrated to TTA| | E H I and 

El i I preformed a test of the Data Delivery (Pen Register 

information) with an FBI test phone, and. found the DCS 3000 to be 
fully operational. 

, I I informed TTA | | that 

I |nad started using a new switch in HandVSiif', MaJCVland. The 

cargec 's home location was moved from the Silver Spring location 
to Hanover. In order for the FBI to gather Pen Register 
information on this target, EST-3 will be required to install a 
DCS 3000 collection system at the Hanover switch. Once EST-3 
installs the DCS 3000 at the Hanover switch, the FBI will have 
complete state coverage of the target. 


ALL IHFORIIATIOIJ COMTAIHEU 
HEBEIH IS UNCLASSIFIED Jj : 

HATE 06-14-2007 BY_6S179l:iIffl/KSR/MJ 


b6 

b7C 


b2 

b6 

b7C 

b7E 


b2 

b6 

b7C 

b7E 




1998) 


FEDERAL BUREAU OF INVESTICATION 


Precedence: ROUTINE 


From: Laboratory 

Electron ic Surveillance Technolo gy 
Contact : I I 703 



Date: 12/16/1998 


QT-ERF 

QT-ERF 

QT-ERF 


Approved By; 




Case ID #: 269-HQ-1194267 (Pending) 


Title: DIGITAL DELIGHT 


’.yyiiopsis: To report travel to Nev Vc r'<.. Nev’ York on . 

12/08-10/1998 to install equipment at| | and 

provide training and instruction on triS JJLbiUUU CUliyCLlun' system 
to New York Division. 

Details: Electronics Tec hnician (ET)I | and 

Electronics Engineer (EE)| Itraveled to New 

York City. New York o n 12/08-10/1998 to upgrade New York 
Division's ! IDCS30 00 col lection sy stem. Also on 

12/08-10/1998, ETj {and EE| [ installed an additional 

DCS3000 collecti on svscem fo r the o f collecti ng intercept 

information from j j Et| | and EE| {provided 

training and instruction on 6f> ^fation on the UCIjJOOO 
collection system to Special Agent j jof the New York 

Field Office. ' ' 


ALL IMFORHATIOU CONTAIHED 

HEPEIH IS TJHCLASSIFIED 

DATE 06-14-2007 BY 6S179DHH/K3R/LIAJ 






FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To: Laboratory 


Contact 

Approved By: F 


Attn: ^ 


Date: 12/02/1998 

I QT-ERF 


From: Laborator'y 

Klectron ic Surveillance Technol ogy Se ction/CIMU/ QT-ERF 
I I (7Q3) | I 

i, , b6 

b7C 


Drafted By: P 


]:ehb0^ 


Case ID #: 269 -HQ- 1194267 (Pending) 

Title; DIGITAL DELIGHT 

TRAVEL TO PHILADELPHIA, PENNSYLVANIA AND ATLANTIC CITY, 
NEW ^JERSEY TO INSTALL DCS3000 COLLECTION SYSTEMS 

Synopsis: To report travel to Philadelphia, Pennsylvania and 

Atlantic City, New Jersey on 11/17-19/1998 to install equipment 
and provide training and instruction on the DCS3000 collection 
system. 


— >. Detai.Ts: Electro nics Technician.s (ETs) I 

□:ravcl-d to ■ Philadolphi ‘ 


I and 




11/17/1998 to upgrade the Philadelphia Divi sion's DC^ 30 g0 
collection system. Also on 11/17/1998, ETs| 


.ndF 


□ 


■traveled to Atlantic City, New Jersey to inshaii a i)uS3000 
collection syst em in the At lantic Ci ty Resident Agency (RA) . On 
11/18/1998, ETs I |and| | provided training and 

instruction 'he or'P.-r;^V -i nW An r np’nr.Q'^nnn collection system to 
Special Agent| p£ the Atlantic City RA. 


b2 

b6 

b7C 

b7E 


ALL IIIFOPmTIGII CDHTAIIIED 

HEEEBI IS rajCLASSIFIED 

DATE 06-14-2007 BY 65179DHH/K3R,BIAJ 



tO.T 



(01/26/1998) 


FEDERAL BUREAU OF INVESTiCATION 


Precedence: ROUTINE 


Date: 10/02/1998 


From; Laboratory 

Electron! 
Contact : I 


Approved By: 



Case ID #; 269-HQ- 1194267-' (Pending) 

Title: DIGITAL DELIGHT 

OPERATIONAL TRAVEL TO KANSAS CITY, 
MISSOURI 


Synopsis: To report travel to Kansas City, Mis souri o 

09/27-1 0/01/98 In assist -in the installation of I 
I I intercept equipment . 

Details : Electronics Technicians ^" 

I I traveled to Kansas City, Missouri^ to assist in 

, ; cstaj 1 at- ion of | | e quip ment . The/ worked 

Special AgentsP l^d| I ] Equjpm 

installed at t flg Kgg vid ^ 

jJiaJiaafi- City Field Office. Electronics Technicians \ 

I l also provided in-depth training on the operatic 

maintenance of the system. 






(01/26/1998) 


FEDERAL BUREAU OF INVESTIGATION 


Date; 03/20/1998 


To; Information Resources 


From; Information Resources 

Electronic Surveillance Technology Section, EST-4, 

NADU, QT Efii: , 

Contact; \ ^(703) 


Approved By: 



Drafted By; 


Case ID #; 281F-ME-47043 

• 269-HQ-1194267 


I jFOR MEMPHIS FIELD OFFICE 

Synopsis; To report details on the deployment of equipment to 
perform ej.ectronic surveillance. 

befaxls: Elecrronxcs Tecnrician ('ET)| | 

Electronics Engineer (EE) | ' | LZ'<lVdiyu''"Tn "■'Mffn^his 

TN, to deploy Title III a na pen register intercept 
hardware and software fori | 


In addition, EtI 
technical expertise an d tr 
and maintenance of the I 


3 provided 
tion, operation 


ALL IWrOPilATIOII COIJTAIHED 

HEKEIir IS raJCLASSIFIED 

DATE 06-14-2007 BY 6S179DHH/KSR/HAJ 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 01/31/2002 


To: Laboratory 

From: Laboratory 

Cyber Technology Section/TICTI 


Contact I 
Approved By: I 


Drafted By: | 

Case ID #: 268-HQ-1012496 
Title: WIRELESS NETWORKS 


ehb 


/OT- ERF 

703| 


b6 

b7C 


Synopsis: In accordance with Project Management Office (PMO) 
requirements, the Telecommunications Intercept and Collection 
Technology Unit (TICTU) is submitting the Statement of Need (SON) for 
the DCS3000 Interactive Voice Response Authentication System 
activity. 


Enclosures: DCS3000 Interactive Voice Response Authentication 

System SON 

Details: The DCS3000 Interactive Voice Response Authentication System 
engineering activity has been completed. In accordance with PMO 
directives, a SON has been prepared and is being submitted under this 
EC for review by the PMO. It is requested that this SON be entered 
in the file. Questions about the project and/or the enc losed 
documentati on may be directed to j ~| TICTU at 703- 

I * b6 

b7C 


CC: 


1 QT-ERF 

1 ^'t^-erf 




(Enc) 
QT-ERF (Enc) 
)T-ERF (Enc) 


♦♦ b6 

b7C 


ALL IliFFClPIIATIOU COin-ADIED 

HEPEIII IS TJMCLASSIFIED 

DATE 06-14-2007 BY 65179DHH/K3R/IIAJ 






* * * For Official Use Only * * * 
DCS JVR SYSTEM Statement of Need 


TICTU 


APPROVAL 


PREPARED BY: I 

(Originator) Print Name 


Signature 


Date 


CONCURRED BY : | 

(User Print Name 

Representative) 


Signature Date 


b6 

b7C 


CONCURRED BY : I 

(Unit Chief) Print Name 


Signature 


Date 


File No. 268-HQ-1012496 ii 


May 01, 2001 


* * * For Official Use Only 



For Official Use Only 


* * 


DCS IVR SYSTEM 


S-batement of Need 


NEW PROJECT PROPOSAL TITLE: DCS3000 INTERACTIVE VOICE RESPONSE 
AUTHENTICATION (DCS_IVR) SYSTEM. 


DATE OF ORIGINATION: 


May 01, 2001 


PURPOSE: To request the start of a new engineering activity 

within the Technical Operations Section (TOS) , 
Telecommunications Intercept and Collection Technology Unit 
(TICTU) . 

The purpose of the new activity is to develop a computer-based 
DCS_IVR System for use by TICTU that will greatly enhance 
their capabilities in tracking the deployment of the FBI's 
DCS3000 software application. 

RECOMMENDATIONS/ STATUS : 

1. That the TOS approve the start of a new engineering 
activity to develop a DCS_IVR System. 

2. That Electronics Technician ] | be made 

Project Leader for this engineering activity. 

3. That file number 268-HQ-1012496 be used for this 
engineering activity. 

DETAILS: The TICTU is responsible the for research, 

development, and field-deployment of Electronic Surveillance 
(ELSUR) systems that perform 'switch-based' intercept and 
collection of wireless telecommunication data and audio. One 
of those ELSUR systems TICTU developed is the DCS3000. 

The DCS3000 is a computer-based ELSUR system that performs 
'switch-based' intercept and collection of call detail (data) 
and call content (audio) information. Call detail and call 
audio information is delivered over a local area network from 
cellular, enhanced specialized mobile radio and GSM service 
providers to the DCS3000 System. The DCS3000 is currently in 
use by the F BI , I I 

I jana many state ana xocai law enrorcement 


File No. 268-HQ-1012496 


May 01, 2001 


* For Official Use Only 


ALL IJTJOPHATIOir COIOTADIED 

HEEIILI 13 mjCLASSIFIED 

DATE 06-14-2007 BY 65179DHH/K3R/l'Ui 



For Official Use Only * 


DCS rVR SYSTEM Statement of Need 


TICTU 


It is the goal of TICTU to authenticate and log each 
installation of the DCS3000 software before the software is 
installed on a computer. Therefore, to facilitate the 
authentication process, TICTU engineered an authentication 
function in the DCS3000 Setup Application to better track the 
numerous deployments of the DCS3000 software. This 
authentication function runs at the beginning of the DCS3000 
installation process and forces the user to perform an 
Authentication Request Call to TICTU. 

The TICTU personnel, after receiving this Authentication 
Request call, must access a computer with the DCS3000 
Authority Program, manually input the Authentication Request 
Number and wait for the computer to calculate the 
Authorization Result Code. When the calculation is finished, 
TICTU personnel must then verbally relay the Authorization 
Result Code to the caller 'and enter the date/time/caller's 
name and organization in a DCS3000 Authentication Log. 
Unfortunately these procedures take up valuable work time 
(typically 5 to 7 minutes per call) and TICTU personnel must 
be available on a 24-hour basis to answer Authentication 
Request Calls. 

The goal of this engineering activity is to provide TICTU with 
a 

self-contained, DCS_IVR System that will provide Automated 
Call Attendant features with intuitive Interactive Voice 
Response messages. The DCS_IVR System's capabilities will 
ultimately save TICTU valuable work time and ensure that each 
installation of DCS3000 Software is authenticated and 
accurately recorded in a database log. 

DCS_IVR SYSTEM REQUIREMENTS 

- Operate from a Windows NT PC 

- Ability to answer incoming calls 

- Ability to decode, log and display Caller ID 

- Ability to place outgoing call to caller's callback 

number and/or Caller ID 

- Provide automated logging of Authentication Requests 

File No. 268-HQ-1012496 2 May 01, 2001 
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* ★ 


For Official Use Only 


DCS TVR SYSTEM Statement of Need 


TICTU 


- Provide automated logging of Authorization Result Codes 

- Provide friendly. Interactive Voice Responses to help 
guide the caller through the Authentication Process 

- Provide digital audio recording of caller's name and 
organization 

- Provide a date/time stamp for all calls 

- Provide DTMF digit decoding capabilities 

- Provide an Access Database Log of all information 

- Provide a robust Report Generator Utility to facilitate 
generation of reports 

1 . MISSION/RKASON 

The purpose of this new engineering activity is to 
provide TICTU with a self-contained, DCS_IVR System that will 
provide Automated Call Attendant features with intuitive 
Interactive Voice Response messages. The DCS_IVR System's 
capabilities will ultimately save TICTU valuable work time and 
ensure that each installation of DCS3000 Software is 
authenticated and accurately recorded in a database log. 

2. BASIS OF NEED 

There are no DCS_IVR Systems currently available for 
TICTU, FBI, other government agencies, and/or state and 
local law enforcement agencies to use, 

3. ASSESSMENT OF CAPABILITIES 

The DCS_IVR System activity will focus on providing 
TICTU, FBI, other government agencies, and/or state and 
local law enforcement agencies with a user-friendly, 

feature rich DCS_IVR System capable of fully meeting the 
technical requirements listed in the details section. 

A. Existing Capability 

Currently, the FBI has no deployable DCS_IVR Systems. 

B. Planned or Programmed Capability 

Develop a user friendly, feature-rich DCS_IVR System. 

The DCS_IVR System will utilize commercial-off-the-shelf 
(COTS) computer equipment and digital telephony hardware 
controlled by TICTU-developed software. The DCS_IVR 
System will be programmable so that various modes of 
operation are possible. The DCS IVR System will be 

File No. 268-HQ-1012496 3 May 01, 2001 
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DCS IVR SYSTEM Statement of Need 


TICTU 


developed to accommodate future methods to be fully 
defined at a later date. 

The TICTU personnel will provide system development, 

integration, configuration, and final testing of the 
DCS_IVR System. The DCS_IVR System development activities 
will also include the release of information and/or 

equipment by TICTU, FBI, other government agencies, and/or state 
and local law enforcement agencies. 

No other programs are known which are developing DCS_IVR 
System capabilities. 

4 . NEEDED CAPABILITY 

The TICTU has studied the technical specifications 
required for the successful deployment of a DCS_IVR 

System. Based upon these studies, TICTU has determined 

that COTS equipment or system components will meet the 

hardware requirements for the DCS_IVR System. The TICTU 

will utilize COTS hardware in conjunction with TICTU- 

developed software to develop the DCS_IVR System. 


File No. 268-HQ-1012496 4 


May 01, 2001 


* For Official Use Only 


* * * 


h ' nMsi [b,'im ^-:i\ Au ' 
Distrbution of DCS-3000 Software 


b6 

b7C 


From: 

To: 

Date: 

Subject: 


I talked witl | J yesterday about tracking the installations of the DCS-3000 Software. !* | 

told me that th ^ | is up and running and will be used to track the installations of the 

DCS-3000. He also stated it is the responsibility of each group member to create installation disks and 
there are two methods used to distribute the DCS-3000 software: 

b2 
b6 
b7C 
b7E 


When the DCS-3000 software is installed will the phone number of th j b ppear dumg the 

installation? 


If not what is the phone number of the[| 


Will we use th^ jwhen installing DCS-3000 software on FBI Computers? 

I understand that new versions of the DCS-3000 software are e-mailed to | [ from BAH. 

Can new version of the DCS-3000 software and any release notes be forwarded to all members of 
TAG so installation disk can be made? 


■Ibanks 


ALL IIJFOPmTIOH CONTADIED 

HEfiEIir IS TJNCLA.SSIFIED 

DATE 06-14-2007 BY 65179DHH/KSR/HAJ 




b6 

b7C 


i 


From: 

To; 

Date: Tue, Aug 14, 2001 3:14 PM 

Subject; Re: DCS IVR Authentications 


Yes I would. Once we get the Help Desk set up, I would like the ladies to review the system daily and 
log the agencies that have requested authorization codes. 


» i 1 08/ 14 8:33 AM »> 

This is a Report for 6/1 1/2001 - 8/14/2001 


O 


o you want me to archive 


the records and wav files to removable media? 


ALL IlfFOPlIATIOM COHTAIl'IED 

HEPZBI 13 TJlJCLASSiriED 

DATE 06-14-2007 BY 6S179DHH/K3R/HAJ 




Date; Fri, Dec 13, 2002 3:52 PM 

Subject: DCS3000 enhancement 

here's a suggestion/addition for the DCS3000 that will facilitate consensual recordings... 

add a CW list so that every time a source/CW calls a number in that list, the call is recorded, if the 
source/CW calls a number that isnt in the list - that call is NOT recorded and the information is 
discarded. 

this wouldn't be that hard to code' 
let me know - thanks! :o) 


ALL IlfrOPIIATIOJI COHTAIIIED 

HEEZBt IS TJHCLASSiriED 

DATE 06-14-2007 BY 65179riHH/'KSR/HAJ 


Date: 

Subject: 


Fri, Dec 13, 2002 4:58 PM 
Re; DCS3000 enhancement 


please considei j [ request. 


thanks, 

m.e. 


bo 

b7C 


>» j 1 12/13 3:52 PM »> 

here's a suggestion/addition for the DCS3000 that will facilitate consensual recordings... 

add a CW list so that every time a source/CW calls a number in that list, the call is recorded, if the 
source/CW calls a number that isnt in the list - that call is NOT recorded and the information is 
discarded. 

this wouldn't be that hard to code' 
let me know - thanks! :o) 


CC; 


b6 

b7C 


ALL IlfFOPIIATIOtl COIiTTAIMED 

HEPinr IS UIJCLASSIFIErs 

DATE 06-14-2007 BY 65179DMH/K3R/HAJ 




b6 

b7C 



From: 

To: 

Date: 

Subject: 



Mon, Dec 16,2002 8:07 AM 
Re: DCS3000 enhancement 


in addition to a Calling List there would 
be options of... 


a) only incoming calls from # 

b) only outgoing calls to # 

c) both incoming & outgoing calls 

'we' would want to use the 'warrant start & stop dates’ too. 



ALL IHFOPIIATIOII COHTAIJIED 

HEPEBI IS TJIJCLA33IFIED 

DATE 06-14-2007 BY 65179DMH/KSR/HAJ 




b6 

b7C 


From: 

To: 

Date: 

Subject: 



Wed, Jul 25, 2001 10:07 AM 
Re: DCS3000 Tracker Software 


Sounds goo 


i | c 


an't wait to see it. 


I was working with some agency guys yesterday. They are putting together a system with a flat panel 
ant. and a loggerhead and doing locations based on registrations. It works. They have a later software 
version on their loggerheads (I think). It will really help when we can use your software for real time 
display of the loggerhead activity. As it is, you have to make a pass in the area, move somewhere else, 
look at the log, etc. Any word on when Harris can make the change to the loggerhead? 


» A t >7/24 10:05 AM »> 

JP is finished with the software mods that support 
the multi-van | [ integration. 

We are waiting deli very of the COM d river and the 
final approval of the | \ 


b2 

b6 

b7C 

b7E 


ALL IlfFOPMATIOII COin-AIIIED 

HEPEIir IS raJCLASSIFIED 

DATE 06-14-2007 BY 65179DHH/K3R/IUJ 
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Fri, Mar 16, 2001 9:21 AM 
Distrbution of DCS-3000 Software 


I talked with ] [yesterday about tracking the installations of the DCS-3000 Software ] | 

told me that th j l is up and running and will be used to track the installations of the 

DCS-3000, He also stated it is the responsibility of each group member to create installation disks and 
there are two methods used to distribute the DCS-3000 software: 


When the DCS-3000 software is installed will the phone number of th^ 
installation? 


lappear dumg the 


If not what is the phone number of thd 


Will we use the | [ when installing DCS-3000 software on FBI Computers? 

I understand that new versions of the DCS-3000 software are e-mailed to from BAH. 

Can new version of the DCS-3000 software and any release notes be forwarded to all members of 
TAG so installation disk can be made? 


inanKs 

n 


ALL IHFOPJIATIOH COIiTTAIHED 

HEEEIIJ IS TIIJCLASSIFIED 

DATE 06-14-2007 BY 65179DIQi/K3R/HAJ 
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Mon, Oct 6, 2003 2:50 PM 

Certification and Accreditation Kickoff meeting for DCS 


Per our conversation this morning, I would like to schedule a kickoff meeting for the certification and 
accreditation effort for the Digital Collections Systems for 1 1 :00 a.m. on Thursday, 16 October 2003 at 
the ERF facility. I think the meeting will take about two hours plus lunch break. 

The purpose of the meeting is to introduce to you and your team our DCS C&A strategy, explain the 



else you feel appropriate to attend will be welcome. 


Our attendees will includ4^^^___| (FBI) our team leadei j ' [ DAA representative) ! I 

5 |(Wireless) J j and myself (Certifiers). All our folks are contractors except for j j 

who is FBI. I will send the appropriate contractor information to [ for access to the 

hKi- tacility. 


Please confirm that this is a good date and time for you and your team. 
Thanks! 



ALL IWFOPmTIOII COIJTAIJIED 

HEKEBI IS mjCLASSiriED 

DATE 06-14-2007 BY 65179DHH/K3R/JIAJ 



Date: Tue, Oct 14, 2003 10:32 AM 

Subject: DCS 3000, 5000, 6000 CNA Effort 

There is a meeting scheduled Thursday, October 16, 2003, at 1 1 :00am in the main conference room 
for the DCS 3000, 5000, 6000 CNA efforts. 

Your attendance is appreciated. If you are unable to attend, please send a representative from your 
group. 
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ALL IIIFOPIIATIOII COirTAIHED 

HEEEIW IS UIJCLASSIFIED 

DATE 06-14-2007 BY 65179DIffl/K3R/HAJ 




ALL INFOPIIATIOH COHTAIMED 

HEFEIir IS TJNCLASSIFIED 

DATE 06-14-2007 BY 65179DHH/K3R/HAJ 




From: 

Sent: 

To: 

Subject: 


, Mpnc^aY. PM 

I IfOTD) fFBh 

' RE: W ITT ^ 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


...Okay, I'll make arrangements to move out there... 


...just busting your nuts... 


Squad! 

Minne: 


(W)612 
(C) 61 2I 
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— Original 

From; 

Sent: 

To: 

Subject: 


I loTD) (FBI) 

' Mlir™. JUIIt! li. i UUB 2:28 PM 
I l(MP) (FBI) 

Tcrwn ' 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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Hioase don't confuse my 'probes' as any type of 'offer*. ..Ido not, nor ever expect to for that matter, have any 
say as to who works for or is even consider^ for any position. I am merely a servant like yourself. I was only 
'probing' to see who is still in the program, and/or who even has an interest in the program. Nothing in the way of 
a formal transfer has been offered to myself, nor anyone else - as far as I know. I have been contacted and was 
asked if I had any input that may help to re-establish the WITT as a viable program within OTD. I figured what better 
place to get raw input than the field. Accordingly, I have 'reached-out' to a few individuals whom I thought were still 
involved, one of which was you. Given the fact that I left that program almost two years ago, I felt it was prudent to 
communicate with people from the field in an effort to hear what the field had to say/offer. I'm willing to listen to 
anyone and will always help in whatever way I can. I sincerely appreciate the time you have taken in writing your 
thoughts and observations and I look forward to talking/working with you again soon. Take Care! 
mQ> 


- — Original Message- — 

From: I t MP) (FBII 

Sent: Monday. June 12. 2006 2:55 PM 

To: I lOTD) (FBI) 

Subject: Will 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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...Both of my brain cells have been thinking throughout the weekend about our conversation on Friday 
afternoon. Sounds like the good guy(s) may actually win one and conquer the bullshit monster I appreciate your 
request for me to come back and work with vou at the "new" ATU. Hga|ver, the situation with | | 


ALL FBI IMFORIIATIOIf COMTlIIsffiD 

HEEEIH IS OIJCLASSIFIED 

DATE 06-14-2007 BY 65179DMH/K3R..''MAJ 




This is a rambling dissertation... so take some Ritalin mixed with cough syrup so our brains will 
match .... please pardon the typos. . . 

Regarding the CID and OTD people working together in the WITT program. , .that’s a can of worms. It 
may sound like it's very plausible on paper, but you're trying to mix oil and vinegar here. First, from what I 
understand, the CID training came about because criminal case Agents were complaining that they Tech guys 
were unwilling to help them. Well, yes, and no... We've always been willing to help here in MP, as long as we 
were satisfied that it was not a waste of time. One thing we consider is whether or not the criminal Agents have 
done any preliminary investigation, such as, where does the subject hang out during the day? Do they have any 
type of pattern established from the DCS-3000 tracker? What phone numbers does he frequently call? If they 
know he's in a particular area, is there a relative, business or girlfriend that he frequents? When we ask these 
questions, we are usually greeted with a blank stare. These guys always want to take the WITT vehicle out and 
drive around half of town to find the guy. Then, when we explain that we need to have someone sitting at the 
DCS-3000 to keep an eye on call activity and general location of the phone, we're expected to find someone 
ourselves to do this. We also encounter resistance when we tell criminal Agents that we need more than one 
Tech Agent to run the WITT vehicle... two at a minimum. The common thread to all of these stories is... we don't 
have enough Tech Agents to dedicate someone full-time to driving around in the WITT vehicle. When we are 
asked to do a mission, we have to make sure that we are not wasting our time. This is often construed as lack of 
cooperation or lack of willingness to help, and off go the e-mails to CID claiming that the Tech guys in Division XX 
won't help. Bureau-wide, Tech Agents are being run ragged. Under the current setup, TTAs are counted against 
the Divisions' FSLs. Therefore, it pays to keep the number of TTAs low. Thus . TTA burnout, exactly what I went 
through exactly a year ago. WITT is only one duty that we must undertake in addition to FISA, Title 111/50, GPS 
tracking, consensual, CCTV, microwave, etc.... Try telling that to the Criminal Agents who have the biggest, 
baddest, bad-ass on the run. End result; more e-mails to CID telling of Tech Agents' unwillingness to help. 

We also have some other issued in MP (second issue). We deal mostly with the Fugitive squad here, 
and, like in many other offices, these guys have a reputation for cutting corners (I'm not bashing them; ifs the way 
they do business). Getting a court order is the absolute last step, if they have to. Before I had a blow-up with a 
particular Agent almost exactly one year ago, we were constantly asked to call our contacts at service providers to 
see if we could get various information without having to get a court order. This gets old, believe me . Doing this 
once or twice to help out turns into SOP (i.e. ifs expected, and you’re criticized as a Tech Agent if you refuse to do 
this later on). I also had a problem with the Fugitive guys calling the service providers and telling them that it was I 
who was calling. I discovered this when I received a call-back from the service provider. Imaging my 
embarrassment (and anger). We also had an Agent try to knowingly pass a bad court order to us. When we 
discovered the error, he said, "Oh, I was hoping you guys didn't notice..." Some other legality issues also have 
arisen, after which we as Tech Agents are usually left scrambling to cover the paperwork or other legalities (that 
ain't our job. . ). This particular Agent just so happens to be the one who was chosen by CID to undergo WITT 
training. While I cannot definitively speak for the other Tech Agents in the office, I can pretty much assure you that 
no one in the Tech department will work with this guy. There is no doubt in my mind that he is going to be using 
the WITT vehicle without a court order. Which brings up another issue... 

Why don't the Marshals need a court order to track fugitives (third issue)? The Patriot Act is the Patriot 
Act, Federal Government is the Federal Government DOJ is DOJ...why the two different standards for the FBI 
and the USMS? This undoubtedly has caused some of the rift between CID and OTD. The USMS can go out and 
use their WITT equipment without a court order, yet the FBI Tech guys insist on having a court order before they 
will even deploy. Again, e-mails to CID are sent regarding the Tech Agents' lack of support. 

Next, we move on to the lack of support being provided by ATU. Most recently, I sent off an e-mail to SSA 
I psking for guidance on computer passwords for the CID Agents. I thought it was a bad idea to give them 
tne lech passwords, which allow administrative rights on our e quipment . I will forward these e -mails to yo u for 
your reading enjoyment. Anyway, I heard nothing in return frort i l or two or three weeks. I l anded 

g up emailing the Unit Chief. To make a long story short... nothing has been resolved regarding the computer issue. 

This is only one example of why I don’t even bother contacting ATU unless I absolutely have to. Keep in mind that 
b 7 C I've been out of the full-time Tech loop since last October, so I haven't had much reason to contact ATU lately. 

I hope this gives you an idea as to what the Tech Agents go through with the WITT program. 

If you need any further input or other help, please let me know. 


Luv ya. 



